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ABSTRACT 
The aim of the study was to identify the impact of social media on state governance and political 
processes in Kyrgyzstan and Germany. To achieve this aim, comparative analysis methods were used, 
including the study of legal and institutional approaches. The study analysed national legislation 
regulating social media platforms and compared strategies for combating disinformation. The results 
showed that social media play an ambivalent role in political processes and state governance. On the 
one hand, they function as a powerful tool of democratisation, facilitating access to information, 
enhancing civic participation, and providing a platform for open discussion. On the other hand, social 
media also serve as a space for manipulation, the spread of disinformation, and political propaganda. 
The use of bots, trolls, and algorithmic targeting undermines trust in democratic institutions, 
threatening the stability and fairness of electoral processes. The findings indicate the need for 
balanced regulatory approaches that address both the democratic potential and the risks of digital 
communication. Particular attention should be paid to mechanisms for countering disinformation, 
preventing manipulation of public opinion, and strengthening media literacy among the population. 
Improving public understanding of how digital platforms operate may reduce vulnerability to 
information manipulation. In the context of rapid digitalisation, effective governance of social media 
requires cooperation between the state, civil society, and digital platforms. Such cooperation may 
contribute to using social media as instruments supporting democratic development while limiting the 
risks associated with digital manipulation. 
 
Keywords: Propaganda, mobilization, censorship, digital democracy, media space, protests. 
 

INTRODUCTION 
The influence of social media on state governance and political processes is one of the most 
pressing topics in contemporary social and political research. Digitalisation and the spread of 
social platforms create new opportunities for interaction between citizens and the state. At 
the same time, social media have become arenas where political communication, public 
mobilisation, and information competition increasingly take place. The diversity of 
approaches makes comparative analysis necessary in order to identify both common patterns 
and unique features. 
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Many authors emphasise the ambivalent nature of this influence: on the one hand, 
platforms create opportunities for democratisation and civic participation; on the other hand, 
they intensify disinformation, polarisation, and manipulation of public opinion (Klüver, 2024; 
Weismueller et al., 2023). Social media also play an important role in political mobilisation 
and civic activism. Several studies demonstrate that digital platforms facilitate rapid 
information exchange and coordination of collective action, particularly in contexts where 
access to traditional media is limited (Theocharis et al., 2022; Castillo Esparcia et al., 2023). 
Another important line of research concerns the spread of disinformation in online 
environments. Research shows that algorithmic mechanisms of content distribution may 
amplify misleading information and intensify political polarisation (Mulyadi et al., 2024; Von 
der Weth et al., 2020). 

The role of social media has also been examined from the perspective of human rights, 
digital citizenship, and democratic governance (Pangrazio & Sefton-Green, 2021). These 
discussions highlight the need for clearer conceptual understanding of the key terms used in 
analysing digital political communication. In this study, social media are understood as digital 
platforms enabling large-scale public communication and political interaction; disinformation 
refers to intentionally misleading information distributed to influence public opinion; and 
digital transformation denotes structural changes in political communication caused by the 
integration of digital technologies into governance and public discourse. Research also 
highlights the broader interaction between communication and politics in the context of 
contemporary democratic challenges (Perloff, 2021), the importance of balancing users’ 
rights, internet safety, and technological innovation in digital governance (Vargiolu, 2022), 
and the role of media literacy in reducing society’s vulnerability to digital threats (Celik et al., 
2021). 

Despite the growing body of research, several gaps remain. Firstly, comparative 
studies examining the influence of social media in countries with different political and 
regulatory environments remain limited. Secondly, the mechanisms through which states can 
balance freedom of expression with protection against digital threats require further 
investigation. 

The aim of this work was to investigate the influence of social media on the formation 
of public opinion, civic mobilisation, and the dissemination of political propaganda in the 
context of different political systems, using the example of Kyrgyzstan and Germany. To 
achieve the research aim, the following objectives were formulated: to analyse the features 
of the use of social media in the political processes of Kyrgyzstan compared to Germany, to 
study the impact on democratic institutions and public stability, and to assess the role of state 
and civil mechanisms in the regulation of the digital space. 
 

MATERIALS AND METHODS 
A comprehensive approach was applied in this study, aimed at analysing the influence of 
social media on state structure and political processes. The research was desk-based and 
relied on the analysis of secondary data sources. The study was conducted in three stages 
from January 2024 to December 2024. The first stage included the collection and 
systematisation of data on digital transformation and its impact on political processes in 
Kyrgyzstan and Germany. In the second stage, the legal frameworks regulating the activities 
of social platforms, as well as statistical data on the use for political purposes, were analysed. 
In the third stage, a comparative study was carried out, aimed at identifying the strengths and 
weaknesses of the two countries’ approaches to regulating social media and the influence on 
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democratic institutions. Data sources included national legislation, international policy 
documents, reports of international organisations, statistical data on internet and social 
media use, and scholarly publications addressing digital governance and political 
communication. This approach allowed for the examination of both the positive aspects of 
digitalisation related to its potential for transforming socio-political processes and the threats 
associated with it, including the manipulation of public opinion and the weakening of 
democratic values through the spread of disinformation. 

The theoretical part of the study included the analysis of key concepts such as “digital 
transformation”, “disinformation”, “political propaganda”, and “digital rights”. Particular 
attention was paid to major social networks such as TikTok, Facebook, Instagram, WhatsApp, 
YouTube, and X (Twitter), as these platforms were actively used for political propaganda and 
public mobilisation.  

The analytical procedure involved qualitative examination of policy documents and 
public reports, as well as comparative analysis of national regulatory frameworks and 
documented political communication practices. The analysis covered aspects such as user 
engagement, the spread of disinformation, and mechanisms for refuting it. These data formed 
the basis for a comparative analysis of Eastern and Western models of state interaction with 
digital platforms, which made it possible to identify the advantages and disadvantages of each 
(Article 19, 2020; Blackwood, 2020; Laaninen, 2024). 

The study focused on digitalisation processes in Kyrgyzstan and Germany. Kyrgyzstan, 
as a representative of the post-Soviet space, faced challenges in developing democratic 
institutions, with insufficient media literacy among the population and active use of social 
networks for civic mobilisation. Germany, by contrast, demonstrated the example of a 
developed state with established democratic traditions and a high level of digital environment 
regulation. The selection of Kyrgyzstan and Germany was motivated by the contrast between 
their political and regulatory environments. Germany represents a consolidated democratic 
system with developed legal mechanisms for regulating digital platforms, while Kyrgyzstan 
reflects a transitional political context where digital governance and media literacy are still 
developing. This contrast allows for the identification of both structural differences and 
shared challenges related to the political influence of social media. This combination of 
research subjects made it possible to identify both general trends and differences in the use 
of social media for shaping political agendas and public opinion (United Nations (UN) 
Environment Programme, 2019; Frost & Jakybalieva, 2021; World Bank Group (WBG), 2024). 

Examples included protests in Kyrgyzstan, where social media became a key tool of 
civic mobilisation, and political campaigns in Germany, where digital platforms were used 
both for democratic initiatives and for manipulating voters. Particular attention was given to 
government policy in the field of digital transformation, including strategies for regulating 
social networks, measures to combat disinformation, and the protection of citizens’ digital 
rights (European Parliament…, 2016; Federal Ministry…, 2017; Freedom House, 2024). 

The methodological base of the research included an interdisciplinary approach, 
combining political science, sociological, and cultural analysis. The political science method 
focused on studying the influence of social media on the development of democratic 
institutions, analysing government policy in the field of digital transformation, and 
researching the mechanisms of interaction between the authorities, civil society, and digital 
platforms. The sociological analysis concentrated on studying civic activity initiated through 
social media, including mobilisation processes, the formation of public movements, and 
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citizen participation in discussions of significant issues. The cultural analysis explored media 
literacy among the population and the perception of digital content. This included studying 
how users interpreted information, the ability to critically assess data sources, and to 
determine the reliability of messages. Cultural differences between Kyrgyzstan and Germany 
were also examined in the context of the influence on citizens’ political behaviour. The 
integration of data from different disciplines enabled a deeper understanding of the role of 
social media in contemporary political and social processes. 
 

RESULTS AND DISCUSSION 
Social Networks as a Factor of Political Transformation in Kyrgyzstan 
Digital transformation involves the integration of digital technologies into social and political 
processes, expanding opportunities for communication and information exchange. In this 
environment, social media have become a key channel of interaction between citizens, 
political actors, and state institutions. At the same time, the digital environment facilitates 
the rapid spread of disinformation and political propaganda, creating new challenges for 
democratic governance (WBG, 2024). 

In the context of Kyrgyzstan, social media acquired particular importance due to the 
limited capacity of traditional media and the growing popularity of digital technologies among 
the population. According to WBG (2022) statistics, over 80% of the population had internet 
access, indicating a high degree of digitalisation in the country. The number of internet users 
in Kyrgyzstan was around 6.3 million, approximately 95% of the adult population. Between 
2019 and 2023, the number of users grew by more than 20% due to improved communication 
infrastructure and increased availability of mobile internet (National Statistical Committee…, 
2023). With limited access to independent media, social media became the main tool for 
political communication. For example, during elections and political crises in Kyrgyzstan, 
social media repeatedly demonstrated its ability to mobilise citizens and influence authorities’ 
actions (Blackwood, 2020). This showed that the social media had already become an integral 
part of state structure. Nevertheless, the increasing influence of social media raised concerns 
about the resilience of state institutions. The spread of fake news, citizen radicalisation, and 
mass disinformation campaigns threatened democratic institutions. In Kyrgyzstan, these 
problems were particularly relevant due to weak digital regulation. In the absence of a clear 
regulatory framework, social media could both strengthen democracy and destabilise the 
political system. 

Social media radically changed the mechanisms of civic mobilisation, providing users 
with effective tools for rapid coordination of actions, expression of political will, and building 
horizontal links in society. In a globally digitalised environment, the social media became 
platforms for transnational interaction, enabling citizens from different countries and regions 
to join efforts. This was especially important in the context of democratic processes, where 
mass participation was a key factor in political legitimacy. The formation of public opinion on 
social media was a complex process based on the interaction of multiple factors, including the 
influence of algorithms, the popularity of opinion leaders, and active civic engagement. 
Platform algorithms played an important role in determining which topics and opinions 
gained the most reach. For instance, Facebook and Instagram algorithms prioritised content 
that evoked emotional reactions from users, contributing to the creation of more 
personalised information streams. However, this personalisation had a dual effect. On the 
one hand, its deepened citizen engagement in political discussions by providing citizens with 
information aligned to the citizens’ interests. On the other hand, it created so-called 
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“information bubbles”, where users only saw viewpoints that aligned with the own beliefs. 
This limited access to alternative opinions, increased polarisation, and diminished the quality 
of public dialogue. 

Revolutionary events in Kyrgyzstan illustrate the growing role of digital platforms in 
protest coordination and information exchange. During the Tulip Revolution in 2005, internet 
penetration was only about 11%, yet activists already used online forums and blogs to share 
information beyond state-controlled media (WBG, 2022). By 2010, with internet access rising 
to around 20%, platforms such as Facebook and YouTube became important tools for 
organising protests and disseminating messages from opposition groups (WBG, 2022; Melvin 
& Umaraliev, 2011). 

The most striking example of the transformational role of social media was in October 
2020. During this political crisis, internet penetration in the country had reached 72% (WBG, 
2022). Platforms like WhatsApp, Telegram, and Facebook became the main channels for 
information distribution and mass protest organisation. For example, Telegram channels with 
tens of thousands of subscribers published real-time videos from protest locations, safety 
instructions, and protester routes. WhatsApp was used to quickly exchange local news, 
enabling citizens across the country to coordinate. 

In Kyrgyzstan, social media became not only an important tool for shaping public 
opinion, but also a key channel for expressing social sentiment and coordinating civic 
movements. The role was particularly significant among youth, the most active users of digital 
technologies. Research (Kydyrova, 2024) showed that the younger generation in Kyrgyzstan 
was more likely to form political preferences based on information from social media than 
from traditional sources such as television or print media. This was due not only to increasing 
trust in digital platforms but also to the accessibility, speed, and interactivity. Amid high levels 
of migration and urbanisation, social networks played an important role in maintaining links 
between Kyrgyz diasporas and the homeland. Migrants abroad actively used platforms such 
as WhatsApp, Facebook, and TikTok to stay informed about the political situation in 
Kyrgyzstan, express opinions, and even influence domestic processes (Chekirova, 2022). This 
contributed to the formation of a kind of transnational civil society, where the Kyrgyz diaspora 
became an active participant in political life despite physical distance. 

Social media not only served as platforms for free expression of opinion but also 
became powerful tools for political propaganda and control, significantly influencing state and 
public processes. Thanks to the accessibility, rapid information dissemination, and broad 
audience reach, social media had become a key element of the modern political ecosystem, 
providing new opportunities and creating serious challenges for democratic institutions. 

One example of such influence was the use of targeted advertising during election 
campaigns. In Kyrgyzstan, according to the research of the Public Foundation “Common 
Cause”, three presidential candidates spent over USD 9,000 on paid advertising on Facebook 
during the pre-election campaigning period for the 10 January 2021 election. The candidate 
Eldar Abakirov published the most posts – 74 promotional messages. The largest amount 
spent was by candidate Babur Tolbaev – over USD 2,000 (Aitbaev, 2021). Through big data 
analysis, political parties and candidates were able to create highly personalised messages 
tailored to the interests and needs of specific audiences. This not only increased 
communication effectiveness but also allowed focus on the most vulnerable or undecided 
voters. At the same time, such technologies provided opportunities to manipulate public 
perception, distort reality, or emphasise selective aspects of the political agenda. Beyond 
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elections, social media were actively used to promote political propaganda and manage public 
opinion in a broader sense. 

For instance, in December 2020, Facebook deleted 193 accounts, 246 pages, 50 
groups, and 30 Instagram accounts that used fake profiles to promote a political party and 
criticise opponents. This network had been active since 2017, especially during presidential 
elections, and posted content in Kyrgyz and Russian. The main activity focused around the 
party Mekenim Kyrgyzstan and popular news outlets in Kyrgyzstan (Kloop, Azattyk, Kaktus, 
and AKIpress). Fake accounts mainly posted comments condemning reports criticising 
politician Matraimov’s family or the party Mekenim Kyrgyzstan, while agreeing with negative 
content about the opponents (K-News, 2021). 

In October 2020, during heightened political tensions, experts noted the activation of 
fake accounts and trolls on social networks attempting to influence citizens’ moods and 
opinions and shape internal politics. These accounts spread false information and radical 
messages, creating an illusion of mass support or condemnation of specific political figures 
(Media Policy Institute, 2020). 

However, the use of social media in political crises and protests had a dark side. One 
of the key problems was the spread of disinformation and manipulative content, which could 
increase political polarisation (Table 1). In Kyrgyzstan, as in other countries, social media were 
often used to produce fake news aimed at discrediting the opposition or exacerbating societal 
tensions. This created additional challenges to political stability, especially during crises. In 
Kyrgyzstan, propaganda mechanisms through social networks relied on a range of 
technologies and strategies aimed at manipulating public opinion and shaping favourable 
narratives. One key tool was bot networks, consisting of automated accounts that 
disseminated pre-prepared messages, increased content reach, and created the illusion of 
broad public support for specific ideas or candidates.  

Alongside this were troll groups of real users who intentionally engaged in discussions, 
provoked opponents, discredited rivals, and spread propaganda. These mechanisms were 
reinforced by platform algorithms that promoted viral content or prioritised emotionally 
charged posts, making it easier to influence target audiences. During the 2020 protests and 
elections in Kyrgyzstan, bot usage for public opinion manipulation and digital interference 
was documented. These bots often promoted pro-government messages or discredited the 
opposition. Such actions were part of a broader phenomenon known as a “digital factory”, 
where organised networks of anonymous accounts actively interfered in political processes, 
shaping public perceptions.  

These manipulations had serious implications for democratic processes as these 
manipulations sought to undermine trust in state institutions and deepen polarisation. Trolls, 
in turn, conducted more targeted attacks, focusing on government critics, activists, or 
independent media. The actions included smear campaigns, threats, or aggressive comments, 
often leading to self-censorship and reduced civic engagement. These methods formed part 
of a broader information control strategy used to strengthen the positions of political elites. 
 

Table 1: Social media platforms and the use in political propaganda in Kyrgyzstan 

Platform Examples of use in political propaganda Popularity 
among citizens Political influence 

TikTok Campaigns through popular trends, video 
blogs of political activists. 

38% Influences youth, uses trends 
to spread political messages. 

Facebook Formation of political groups, dissemination 
of fake news, calls for protests. 

32% Influences public opinion 
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Instagram Political imagery campaigns, visual 
narratives, political influencers. 

60% Affects perception through 
images and video content. 

WhatsApp Coordinating protests, disseminating 
political statements and news. 

99% Used to organize protest 
movements and disseminate 
political information. 

YouTube Advertisements, informational videos, 
engaging influential individuals to support 
political movements. 

65% Influences through video 
campaigns and agitation, 
supporting politicians 
through video content. 

X Hashtag campaigns, real-time discussions, 
political coverage. 

>5% Instant reactions to events, 
influence on public opinion 
through hashtags and short 
messages. 

Source: Compiled by the authors based on National Statistical Committee of the Kyrgyz Republic (2023) and 
UN (2023). 
 

As shown in Table 1, messaging platforms such as WhatsApp play a central role in 
political communication and protest coordination in Kyrgyzstan. Visual platforms, including 
Instagram and YouTube, shape public perception through multimedia content, while 
networks such as Facebook and TikTok are used to disseminate political messages and 
influence public opinion. The growing influence of social media has prompted governments 
to develop regulatory strategies aimed at balancing freedom of expression with the need to 
prevent disinformation and harmful content. 

Amid high levels of political activism among citizens, social media became an arena 
both for the free expression of opinion and for manipulation, propaganda, and destructive 
activity. In response, the government proposed the draft law “On Manipulating Information” 
(Article 19, 2020), aimed at combating fake news and disinformation. However, the initiative 
sparked debate, as critics warned that such regulation could also lead to censorship and 
restrictions on freedom of expression. Freedom of expression, enshrined in the Constitution 
of Kyrgyzstan, was one of the most important democratic values, making any intervention in 
social media activity a sensitive issue. Regulating platforms such as Facebook, Instagram, and 
Telegram required a delicate approach that considered not only national interests but also 
user rights. For example, attempts to block certain accounts or content were often met with 
accusations of selectivity and abuse of power. This underscored the need for transparency 
and accountability from public authorities in the decision-making process. 

The most contentious aspect of social media regulation was its use for political 
purposes. In Kyrgyzstan, social media was often used as a tool for political struggle, including 
the use of bot networks to spread propaganda or discredit opponents. State measures aimed 
at combating such phenomena included monitoring activity on social media and cooperation 
with major technology platforms. However, the level of interaction between Kyrgyz 
authorities and international corporations such as Meta (Facebook) or Google remained low. 
This limited the country’s ability to regulate global platforms. 

Combating extremist content remains a major challenge in Kyrgyzstan. In 2019, courts 
blocked 97 websites and 300 social media accounts distributing extremist materials 
(Sikorskaia, 2020). However, regulation remains complicated due to gaps in digital legislation, 
particularly regarding personal data management. Government measures to regulate social 
media in Kyrgyzstan were at a formative stage and faced numerous challenges, such as 
ensuring freedom of expression, preventing the spread of disinformation, protecting users’ 
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personal data, and tackling cyberbullying and other forms of online threats. Key tasks included 
developing transparent and fair regulations that would ensure a balance between safety and 
freedom of speech, raising the level of digital literacy among the population, and creating 
effective mechanisms to prevent abuse. A comprehensive approach based on cooperation 
between the state, civil society, the private sector, and international organisations was an 
essential condition for ensuring the resilience of the digital environment. Such an approach 
would enable the use of social media as a tool for strengthening democratic values and 
national security, while preserving citizens’ rights to freely express the opinions. 

Social networks simultaneously promote civic mobilisation while creating risks related 
to disinformation and manipulation of public opinion. Several studies show that social media 
expand political engagement by providing access to information and facilitating civic 
mobilisation (Secinaro et al., 2021; Lybeck et al., 2024). This pattern is also visible in 
Kyrgyzstan, where protests aimed at political reform were organised through digital 
platforms. 

However, differences in the effectiveness of social media use were due to levels of 
digital culture and access to technology. In Kyrgyzstan, the situation differed significantly due 
to the political and social context. Studies by Karell et al. (2023) and Nguyen et al. (2023) 
emphasised that in the context of weak traditional democratic institutions and limited media 
freedom, social networks became one of the few available tools for expressing civic 
dissatisfaction and organising opposition movements. In this regard, platforms acted as a kind 
of “digital bridge” between citizens and the world, creating space for independent discourse. 

Social media also served in Kyrgyzstan as a space for alternative sources of 
information, as confirmed by the research of Aigerim et al. (2024). In circumstances where 
traditional media was controlled by the state or affiliated entities, platforms such as 
Instagram, YouTube, and TikTok became the main channels for disseminating independent 
content. This was confirmed by Olaniran & Williams (2020), who noted that the absence of 
clear state regulation made the platforms vulnerable to manipulation and the spread of 
disinformation. During periods of political instability, this led to increased polarisation of 
society and the proliferation of fake news, thereby exacerbating social tensions. 

Another important factor was the high proportion of youth among social media users 
in Kyrgyzstan. As noted by the research of Kumar (2021) and Kydyrova (2024), the younger 
generation actively used digital platforms not only to obtain information but also to express 
dissatisfaction with socio-economic issues. This made social media a powerful tool for 
transforming public discourse but also increased the risks of disinformation. 

The absence of a unified system for regulating digital platforms in Kyrgyzstan 
complicated the control of the use. Research by Masferrer (2023) and Mihr (2023) noted that 
attempts to impose restrictions in the digital space were often perceived as pressure on 
freedom of expression, leading to protests and public discontent. For example, bills aimed at 
restricting access to certain platforms or controlling content were criticised for attempting to 
undermine internet independence and violate citizens’ rights. The results of the study showed 
that the influence of social media on state governance and political processes varied 
depending on the context. In Kyrgyzstan, social media served primarily as a tool for political 
mobilisation and protest organisation. 
 
Social Networks as a Factor in Political Transformation in Europe: The Example of Germany 
Germany provides a clear example of how digitalisation and social media transform 
interactions between citizens and state institutions and reshape political communication. This 
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chapter examined the key aspects of social media’s influence on Germany’s political life, 
including the role in citizen mobilisation, public opinion formation, and mechanisms of 
political propaganda and control. Social networks significantly altered the structure of 
interaction between the state and society. In Germany, the social networks had become 
platforms for direct and almost instantaneous communication between citizens and 
politicians, government bodies, and public organisations. Traditional barriers between voters 
and elites had been significantly reduced, fostering more inclusive forms of democracy. 
Political leaders in Germany actively used platforms like X, Facebook, and Instagram to inform 
citizens of the activities, promote political initiatives, and respond to public concerns (Darius 
& Stephany, 2020). Social networks also played a significant role in increasing the 
transparency of government institutions. Ministries, political parties, and other public bodies 
regularly published reports, explained legislative initiatives, and responded to citizens’ 
questions. This process contributed to strengthening trust in democratic institutions and 
expanding opportunities for civic oversight. 

Social media such as Instagram and X had become important tools for mobilising civil 
society in Germany, including participation in protests, coordinating actions, and discussing 
relevant topics such as the environmental agenda. One example was the Fridays for Future 
movement, which arose as a result of global climate mobilisation but found wide support in 
Germany (UN Environment Programme, 2019). In Germany, citizens actively used platforms 
such as Instagram and YouTube to discuss political issues, exchange information, and express 
the views (Table 2). However, this also gave rise to problems associated with polarisation in 
society. Algorithms used by social networks tended to reinforce the effect of “information 
bubbles”, providing users with content that confirmed the existing beliefs. This could 
contribute to the rise of radical sentiments and a decline in public dialogue. 
 

Table 2: Social media platforms and the use in political propaganda in Germany 
Platform Popularity among citizens Political influence 
YouTube 81% Influences through video campaigns and agitation, supporting 

politicians through video content. 
Instagram 41% Affects perception through images and video content. 

TikTok 34% Influences youth, uses trends to spread political messages. 
X 19% Instant reactions to events, influence on public opinion 

through hashtags and short messages. 
Facebook 15.9% Influences public opinion. 

Source: Compiled by the authors based on Kemp (2024). 
 

As shown in Table 2, social networks in Germany differ in popularity and political 
influence. Platforms featuring multimedia content, such as YouTube and Instagram, had the 
broadest reach, with YouTube being used for video campaigning and Instagram for shaping 
opinions through visual imagery. TikTok had a significant influence on youth, using trends to 
disseminate political messages. The platform X served as a tool for rapid response to events 
and shaping public opinion through hashtags and short messages. Facebook, despite being 
less popular, retained its role in shaping mass opinion. Each platform offered unique tools of 
influence, which politicians used to depend on the goals and target audience. 

Fake news and manipulative campaigns influenced public opinion. In Germany, social 
media was used to spread false information, discredit politicians, and manipulate elections, 
which required active state counteraction through fact-checking and the promotion of digital 
literacy. Social networks served as tools for both civil society and political propaganda. 
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Political parties actively used social networks to promote programmes, attract voters, and 
carry out targeted advertising. At the same time, social media raised questions about its 
influence. While opening new opportunities for political participation, it was also used to 
manipulate public consciousness. The problem of foreign interference via social networks, 
especially during election periods, became a critical issue. The German authorities paid 
particular attention to cybersecurity and platform control, adopting measures to regulate 
platforms and prevent anti-democratic use. 

Social media significantly influenced political processes in Germany, contributing to 
transparency and civic engagement, while also creating risks of disinformation and 
polarisation. Germany presented a successful example of adapting to these challenges 
through legislation, digital literacy, and cybersecurity, maintaining a balance between 
freedom of expression and prevention of abuse. 

EU countries had a long tradition of democratic governance and actively used social 
platforms to strengthen engagement between society, state institutions, and political actors. 
However, alongside the positive aspects, the use of social networks in Europe was associated 
with several challenges relating to the impact on democratic institutions and electoral 
processes. One of the key features of social media use in the European context was its 
integration into election campaigns and political communication. Political parties and 
candidates widely employed digital platforms for targeted campaigning, fundraising, and 
voter mobilisation. These tools, based on user data analysis, allowed political actors to tailor 
the messages to the interests and preferences of various population groups, significantly 
increasing the effectiveness. For example, during the 2019 European Parliament elections, 
many parties actively used social media to attract young voters, who traditionally showed low 
turnout (Laaninen, 2024). 

However, the rise of digital campaigning has raised concerns about transparency and 
manipulation of public opinion. Targeted advertising uses user data and behavioural patterns 
to deliver personalised political messages, which may undermine equal access to information 
in democratic processes. The collected data was processed using machine learning and 
artificial intelligence, allowing for the creation of detailed user profiles and prediction of 
which advertising messages would be most appealing to users. This approach increased 
advertising effectiveness as it became more personalised and relevant to each user. 

In the context of Kyrgyzstan, the use of targeted advertising in political campaigns also 
took place. For example, during the 2020 parliamentary elections, political parties actively 
used social media to promote the programmes and candidates, targeting ads at specific 
demographic groups and regions (Kloop Media Foundation, 2020). This allowed messages to 
be more precisely delivered to the target audience and increased campaign effectiveness. 
However, this approach also posed certain risks. Personalised messages could be used to 
spread disinformation or manipulate voter opinion, undermining the principles of openness 
and equal access to information that were fundamental to democratic processes. 

A special aspect in the European context was the influence of social media on political 
polarisation. Algorithms of digital platforms, designed to increase user engagement, often 
contributed to the formation of “information bubbles” and radicalisation of views. This led to 
increased social tension and reduced the capacity of democratic societies for dialogue and 
compromise. For example, research showed that in a number of EU countries, social media 
had become the main source of information for a significant portion of the population 
(Newman 2023), increasing media space fragmentation and complicating the formation of a 
common political discourse. 
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The regulation of social networks in Europe aims to balance freedom of expression 
with the protection of democratic processes. At the EU level, several regulatory instruments 
play a key role. The General Data Protection Regulation (GDPR) establishes strict rules for the 
protection and processing of personal data and strengthens users’ rights in the digital 
environment (European Parliament…, 2016). The Digital Services Act (DSA) introduces 
obligations for online platforms regarding content moderation, transparency of algorithms, 
and measures to combat illegal content and disinformation (European Parliament…, 2022a). 
Complementing this framework, the Digital Markets Act (DMA) regulates the activities of 
large digital platforms, limiting monopolistic practices and ensuring fair competition in the 
digital market (European Parliament…, 2022b). 

In Germany, the regulation of social networks was based on the desire to ensure a 
balance between protecting citizens from harmful content and preserving fundamental rights 
such as freedom of expression. One of the key tools was the Act to Improve Enforcement of 
the Law in Social Networks (NetzDG) (Federal Ministry…, 2017). It imposed strict 
requirements on digital platforms, including the obligation to remove illegal content – such 
as extremism, defamation, or incitement to hatred – within 24 hours of receiving a complaint. 
These measures aimed to combat the growing threat of online hate and disinformation, 
thereby strengthening citizens’ trust in state institutions and the justice system. However, 
despite NetzDG’s high effectiveness in removing harmful content, it faced criticism for 
potentially infringing on freedom of expression, as platforms might preemptively delete posts 
to avoid fines. 

In the German context, transparency in regulatory processes was an important aspect. 
Amendments to NetzDG in 2021 required platforms to provide regular reports on the 
activities, including the number of complaints, deleted content, and moderation algorithms. 
This increased public oversight of the work of social networks and gave users more 
opportunities to appeal platform decisions. Thus, the effectiveness of state regulation in 
Germany was determined not only by legal stringency but also by transparency of actions, 
which contributed to strengthening democratic institutions. 

Comparing Germany with Kyrgyzstan (Table 3), it should be noted that Kyrgyzstan, on 
the contrary, faced more complex challenges in the area of social media regulation, due to 
the transitional nature of its political system, low levels of digital literacy, and the absence of 
comprehensive legislation. Despite high civic engagement in the digital space, the country 
lacked specialised laws regulating social media activity. This led to legal uncertainty and 
complicated the fight against phenomena such as disinformation, manipulation, and online 
extremism. National initiatives were mainly focused on combating extremist content within 
the framework of anti-terrorist policy. However, the absence of clear procedures and 
transparent mechanisms often drew criticism from civil society and international 
organisations, reducing trust in state actions. 
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Table 3: The influence of social networks on electoral processes 
Stages of 
elections 

Germany  
(tools and examples) 

Kyrgyzstan  
(tools and examples) 

Common 
features Differences 

Election 
campaigning 

Use of platforms 
(Facebook, YouTube, 
Instagram) for 
targeted advertising; 
debates through 
streams and posts of 
politicians. 

Active use of 
Telegram to spread 
messages; use of 
Instagram for visual 
propaganda and 
appeals to young 
people. 

Attracting young 
voters; using 
visual content; 
targeted 
advertising. 

In Germany, there 
is strong regulation 
of advertising, in 
Kyrgyzstan, there is 
more attention to 
emotional content. 

Vote Mobile apps and 
platforms for election 
information; minimal 
disinformation thanks 
to strict moderation 
laws. 

Dissemination of 
information about 
voting through social 
networks; high 
activity of volunteers 
to monitor elections. 

Informing voters 
about the voting 
process through 
digital platforms. 

In Germany, the 
emphasis is on data 
transparency, while 
in Kyrgyzstan, there 
is a greater 
dependence on 
volunteer 
initiatives. 

Post-election 
analysis 

Discussing election 
results via X; political 
analysts use YouTube 
and podcasts to 
explain the results. 

Using Facebook and 
Telegram for 
analysis; political 
leaders actively 
comment on the 
results on Instagram. 

Post-election 
discussions 
through social 
networks, 
involving experts 
and public 
opinion. 

In Germany, 
analysis relies more 
on official data; in 
Kyrgyzstan, there is 
often distrust of the 
election results. 

Source: Compiled by the authors based on Frost and Jakybalieva (2021) with Ziegler (2023). 
 

In Kyrgyzstan, one of the main problems remained the use of social media to spread 
fake news and propaganda, particularly during election campaigns and political crises. In such 
conditions, the state took measures aimed at increasing control over digital platforms, 
including temporary blocking of websites and social networks. However, these steps were 
often perceived as tools for suppressing dissent, which sparked protests from the public. The 
low level of digital literacy among the population and the absence of fact-checking 
mechanisms increased society’s vulnerability to disinformation, which also limited the 
effectiveness of regulation. 

A comparative analysis of Germany’s and Kyrgyzstan’s approaches to regulating social 
networks showed that the success of government measures depended on institutional 
maturity, procedural transparency, and the consideration of social realities. In Germany, 
legislation was aimed at achieving systemic balance, where the fight against harmful content 
did not undermine democratic values. For example, the obligation of platforms to provide 
reports on the activities not only strengthened the accountability but also increased users’ 
trust in the state. At the same time, Kyrgyzstan faced difficulties related to a lack of sufficient 
resources and legal frameworks. The inability to ensure transparency and predictability of 
actions in the digital sphere reduced the effectiveness of regulation and generated public 
distrust. Both countries faced common challenges such as the fight against disinformation, 
extremism, and manipulation of public opinion. To improve the effectiveness of regulation in 
Kyrgyzstan, it was necessary to develop national strategies aimed at enhancing digital literacy, 
establishing independent fact-checking mechanisms, and implementing transparent rules for 
digital platforms. Germany, for its part, could serve as a model in matters of transparency and 
accountability, particularly concerning content moderation and the protection of users’ 
rights. 
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The effectiveness of state regulation of social media largely depended on the maturity 
of the institutional system and the ability of the state to adapt to the challenges of the digital 
age. Germany demonstrated a successful regulatory model based on strict but transparent 
laws that upheld democratic principles. Kyrgyzstan, at the initial stage of developing its digital 
policy, needed to consider international experience while adapting it to local conditions. Only 
a comprehensive approach involving legislative, educational, and social initiatives would 
make it possible to achieve significant results in ensuring digital space security and protecting 
citizens’ rights. 

Studies by Tarafdar & Ray (2021) and Earl et al. (2022) confirmed that social networks 
such as Facebook and X provided users with the opportunity to quickly unite into groups to 
organise protest actions, run campaigns, and express dissatisfaction with the current political 
situation. This phenomenon became particularly significant in the context of rapid 
digitalisation, affecting both countries with developed democratic institutions and those 
where such institutions functioned less effectively. 

In Germany, social networks were used mainly as a means of peaceful and constructive 
political mobilisation. Studies by Bursztyn et al. (2021) and Anderson (2021) highlighted those 
protests organised via digital platforms were characterised by a high degree of structure, clear 
objectives, and a focus on achieving public consensus. This feature was explained by the high 
level of digital literacy among the population, the stability of democratic institutions, and the 
state’s support for digital security initiatives. Xiao et al. (2021) and Polanco-Levicán & Salvo-
Garrido (2022) noted that a high level of media literacy reduced users’ vulnerability to 
disinformation, allowing social networks to be used for constructive engagement. In this 
context, the platform became a space for discussing socially significant topics rather than a 
tool for destabilisation. 

Germany’s strong democratic traditions allowed for the effective integration of social 
networks into the country’s socio-political life, as confirmed by the works of Drescher et al. 
(2021), and Borucki & Kettemann (2024). During the COVID-19 pandemic, these platforms 
played a key role in informing citizens about precautionary measures, supporting electoral 
processes, and ensuring communication between citizens and state institutions. These 
examples demonstrated the potential of social media to strengthen social cohesion and the 
potential as tools for responding to crisis situations. 

Despite significant success in the use of social media, Germany still faced challenges 
related to the spread of disinformation. Studies by Vasist et al. (2023) and Ali Adeeb & 
Mirhoseini (2023) showed that digital platforms could be used to disseminate fake news, 
manipulate public opinion, and intensify polarisation. However, German authorities 
successfully countered these threats through the development of a comprehensive approach 
to regulating digital platforms. 

In Kyrgyzstan, platforms more often became tools for radicalising protests and 
spreading disinformation, as confirmed by Chekirova (2022) and Bhoortel (2024). The lack of 
comprehensive regulation and media literacy among the population made such countries 
more vulnerable to the negative impacts of social media. Germany, on the contrary, 
demonstrated that a combination of legislative initiatives, educational programmes, and 
stable infrastructure allowed for the minimisation of digital threats. As emphasised by De 
Gregorio (2021) and Sommermann et al. (2021), the German experience was valuable for 
integrating social networks into a sustainable democratic system, where the role was not 
limited to supporting civic initiatives but also encompassed strengthening trust between 
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citizens and state institutions. Comparative analysis showed that Germany’s approach to 
using social networks favourably differed from that of countries with less stable political 
systems. 

 
CONCLUSIONS 

The study revealed both positive and negative impacts of social media on governance and 
political processes in Kyrgyzstan and Germany. Kyrgyzstan was characterised by significant 
growth in the use of social networks as a tool of democratisation. Social platforms played an 
important role in mobilising citizens, organising protests and providing access to information 
beyond traditional media. Nevertheless, this growth was accompanied by significant 
challenges. The population’s insufficient media literacy created a favourable environment for 
the spread of disinformation, propaganda and manipulative content. This not only 
undermined trust in sources of information but also deepened public divisions, intensifying 
polarisation in society. 

Germany, by contrast, demonstrated a high level of regulation of the digital 
environment and active use of social media in political and public processes. Social networks 
became an important tool for public discussion and transparency, particularly during election 
periods. Political parties and public organisations actively used platforms to engage with 
voters, promote the programmes, and draw attention to socially significant issues. Germany 
also faced serious challenges related to the spread of disinformation, especially in the context 
of electoral campaigns and the growing polarisation of society. Despite a well-developed legal 
framework regulating the activities of social platforms, including the adoption of the Law on 
Protection Against Disinformation and measures to ensure algorithm transparency, there 
remained a need for further adaptation of regulatory mechanisms to the rapidly changing 
digital realities. 

The comparison between Kyrgyzstan and Germany showed that despite differences in 
levels of economic development and digital infrastructure, both countries faced similar 
challenges related to the ambivalent role of social networks. For Kyrgyzstan, where digital 
transformation was only gaining momentum, it was important to focus on developing 
legislative frameworks that would ensure a balance between freedom of expression and 
protection from harmful content. Germany, for its part, despite its more advanced digital 
infrastructure and legal mechanisms, faced serious challenges in combating disinformation 
and the spread of extremist content. 

For both countries, a priority direction should be the development of cross-sectoral 
cooperation based on collaboration between government bodies, civil society and the private 
sector. This approach would allow a wide range of views and interests to be taken into 
account, which was especially important in the context of the rapid development of digital 
technologies and the challenges associated with such technologies. The creation of national 
platforms for dialogue and knowledge exchange could become a key tool in achieving this 
goal. Additionally, cross-sectoral cooperation could be aimed at developing long-term 
strategies for adaptation to digital challenges. This included initiatives to establish sustainable 
response mechanisms to crisis situations, such as surges in disinformation or mass 
cyberattacks. The implementation of such mechanisms would require close cooperation 
between governmental and non-governmental structures, ensuring a comprehensive and 
sustainable approach to problem-solving. A promising area for both countries would be the 
implementation of joint research projects aimed at studying the impact of social networks on 
democratic processes and developing strategies for adapting to digital challenges. 
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