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ABSTRACT

The widespread use of the Internet, especially social media, has raised new privacy concerns due to
extensive online interactions and the sharing of personal information on social networking sites (SNS).
This study examines users’ self-disclosure behaviour on social media using the APCO Model
(Antecedents - Privacy Concerns - Outcomes), supported by the Theory of Planned Behaviour (TPB)
and the Technology Acceptance Model (TAM). The study expands the APCO model by adding new
antecedents predicting self-disclosure activities and includes trust and risk as moderators between
privacy concerns and self-disclosure. Using a quantitative approach, a survey was conducted with 998
students from five Malaysian public universities. Structural Equation Modelling (SEM) was applied to
test hypotheses regarding variable relationships and the roles of mediators and moderators. The
findings reveal that privacy concerns negatively impact self-disclosure, while social identity and
familiarity with big data have a direct influence. Privacy concerns fully mediate the effects of privacy
invasion experiences and perceived control over self-disclosure. Additionally, trust and perceived risk
moderate the relationship between privacy concerns and self-disclosure, showing differences between
high and low groups. This research contributes valuable insights to the field of online self-disclosure
and invites further academic exploration.
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INTRODUCTION

Since the advent of the internet, privacy has remained a paramount concern, especially with
the proliferation of big data and social networking sites (SNS). Recent reports indicate that
33.1% of global users and 35.6% of Malaysians express apprehension regarding the misuse of
their online data (Kemp, 2024). Major corporations like Google and Meta (formerly Facebook)
often share user data with affiliates, heightening risks of identity fraud and privacy breaches
(Doerr et al., 2023). To maintain user engagement, SNS platforms encourage content sharing,
inadvertently increasing the potential for third-party data misuse. This phenomenon has led
to growing awareness across all user demographics, including children and older adults, about
the importance of online privacy (Alagood et al., 2023; Goyeneche et al., 2023).

A critical behaviour in this context is self-disclosure—the intentional sharing of
personal information—which facilitates relationship building and personal well-being
(Hossain et al., 2023; Gonsalves et al., 2023). However, users often grapple with the privacy
paradox, where they value privacy yet willingly disclose personal information for perceived
benefits (Cloarec et al., 2024; Hirschprung, 2023). This behaviour is explained by the Privacy
Calculus Model, suggesting users weigh risks against rewards when deciding to share
information (Fu et al., 2023; Meier & Kramer, 2024; Trepte et al., 2020).
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Recent studies have expanded on these concepts. Meier and Kramer (2024) found that
privacy behaviours on social media are shaped by perceived benefits and risks. Specifically,
benefit perceptions were shown to increase users’ intentions to disclose personal
information, both across individuals and within the same person over time. Similarly, a study
by Duong et al. (2024) found that Vietnamese university students exhibit low privacy concern
on TikTok, with peer influence and societal norms significantly shaping their privacy attitudes
and behaviours.

The commercial use of SNS has amplified privacy challenges, as platforms collect vast
data for profiling and targeted advertising (Ghermandi, 2023; Ong & Toh, 2023). This has led
to increased scrutiny from regulatory bodies such as the Federal Trade Commission (FTC) that
reported major social media companies lack adequate privacy protections, collecting
extensive user data without sufficient oversight (FTC, 2023). Additionally, users’ profile data
and features like news feeds expose them to risks such as fraud, harassment, and
cyberbullying (Al-Turif & Al-Sanad, 2023; Georgieva et al., 2024; United Nations, 2025).

In short, while SNS platforms offer numerous benefits, they also pose significant
privacy risks. Users must navigate the delicate balance between sharing personal information
for social and functional gains and protecting their privacy in an increasingly data-driven digital
landscape.

RESEARCH BACKGROUND

Recent research on youth self-disclosure and privacy concerns on social networking sites (SNS)
reveals an evolving and complex landscape shaped by both individual and societal factors.
Early studies highlighted that younger users often prioritised social engagement over privacy,
sometimes underestimating potential risks (Hoofnagle et al., 2010; Benamati et al., 2016).
However, more recent findings suggest that while many young people continue to use real
names and photos on social media, they increasingly avoid sharing sensitive information
(Vespoli et al., 2024), though their understanding of advanced privacy threats like data mining
and profiling remains limited. In another study conducted by Valckx (2023), it is found that
privacy awareness significantly influences privacy concerns, perceived privacy risk, and
perceived privacy control, and indirectly affects willingness to disclose information through
privacy concerns.

The integration of personality frameworks such as the Big Five into privacy research
has shown that perceived risks discourage, while perceived benefits encourage, disclosure,
with Agreeableness emerging as the only personality trait directly linked to greater self-
disclosure (Alwahaishi et al., 2024). Before, a similar study was conducted by Tang et al.
(2022), and the findings show that privacy behaviours on social media are strongly influenced
by perceived benefits, risks, and trust, with benefit perceptions and trust increasing self-
disclosure and authorisation intentions, while privacy concerns reduce willingness to share
information. Agreeableness enhances trust, while Neuroticism undermines it. Rational
decision-makers tend to perceive higher privacy risks, and intuitive users particularly benefit
from decision-making aids like the privacy score. Finally, prior negative experiences raise
privacy concerns, further reducing users’ willingness to disclose personal data.

The well-known privacy paradox, where users express privacy concerns yet continue
to disclose personal data, has been revisited through the concept of IT identity, revealing that
users who view SNS as central to their self-concept are more prone to self-disclosure despite
risks (Mosafer & Sarabadani, 2024). Additionally, trust and perceived risk play significant
moderating roles: higher trust reduces privacy concerns and increases disclosure, while higher
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risk amplifies concerns and reduces sharing (Ismail et al., 2024; Ismail et al., 2021b). Together,
these studies highlight the need for improved digital literacy to help young users navigate the
complex interplay of personality, perceived risks, trust, and external regulations in their online
self-disclosure behaviours. As such, the purpose of this study is to identify the predictors of
self-disclosure activities among youth in Malaysia. Four (4) specific research objectives have
been developed for this study, as follows:

1) To identify the relationship between the antecedents and privacy concerns in
self-disclosure activities among youth.

2) To identify the direct relationship between the antecedents (social identity, self-
efficacy, and perceived control) and self-disclosure activities among youth.

3) To identify the influence of privacy concerns as a mediator on self-disclosure
activities among youth.

4) To identify the influence of moderators (trust and perceived risks) on the

relationship of privacy concerns and self-disclosure activities among youth.

LITERATURE REVIEW

Self-Disclosure

Sidney Jourard first introduced the concept of self-disclosure, defining it as revealing one’s
inner thoughts and feelings to others, which became foundational in psychology and
communication research (Jourard, 1964; Petronio & Sargent, 2020). Over time, scholars
characterised self-disclosure as sharing personal information to build interpersonal
relationships, influenced by factors like audience, depth, and amount of disclosure (Cozby,
1972; Derlega & Chaikin, 1977; Omarzu, 2000). Theories suggest it serves self-expression,
social connection, and relationship-building (Altman & Taylor, 1973; Derlega & Grzelak, 1979),
with benefits like self-acceptance and social bonding (Mancinelli, 2019; Kramer & Schawel,
2020).

SNS has become central to daily life, with users engaging in activities such as posting
status updates, interacting with communities, and sharing content (Howe, 2024; Kocak et al.,
2020). SNS is used to establish and maintain relationships, often leading to increased personal
information disclosure (Huber & Martinaityté, 2022; Fan et al., 2021). Users disclose more
information online than in face-to-face interactions, influenced by the perceived anonymity
SNS provides (Xu & Zhang, 2025). Disclosure can range from personal information shared for
relationship building to more sensitive content shared for communicational value,
informational value, and instrumental value (Fan et al., 2021). Self-disclosure on SNS is
reciprocal, with users expecting similar transparency in return (Pu et al., 2021; Yang et al.,
2019). Perceived value in SNS, whether utilitarian (ease of use) or hedonic (entertainment),
can influence users’ willingness to share personal information (Akdim et al., 2022; Jo, 2022;
Yum & Kim, 2024).

Privacy Concerns, Trust, and Perceived Risks

Privacy concerns arise when users worry about how their personal information is accessed
and used on SNS (Neves et al., 2024). Trust in SNS platforms and perceived risks of disclosing
personal information play significant roles in users’ willingness to share data online. Privacy
concerns negatively impact the likelihood of users revealing personal information, while trust
can encourage disclosure (Ismail et al., 2024; Lee & Jhou, 2025; Van der Schyff & Flowerday,
2023). Understanding these factors is crucial in assessing online self-disclosure behaviours.
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Familiarity with Big Data

Big data refers to large volumes of diverse data that require advanced technology for analysis
and transformation (Oussous et al., 2018). Companies, particularly in business and social
media, use big data to analyse user behaviours and trends for marketing and customer
relationship management (Odionu et al., 2024). The rise of big data has heightened privacy
concerns, as users are increasingly aware of how their personal information is collected and
used (Quach et al., 2022). While big data offers benefits, it also raises significant privacy issues,
especially when personal data is used for commercial purposes (Munir et al., 2015; Yadav et
al., 2024). Users’ understanding of big data impacts their privacy concerns, with more
informed individuals often expressing less worry about privacy (Alashoor et al., 2017; Ismail
et al., 2021a).

Privacy Invasion Experience

Experience refers to gaining knowledge or ability through actions, which can significantly
impact a person’s feelings and perceptions (Oxford Languages, 2024). A privacy invasion
occurs when someone intrudes into another’s personal life without consent, potentially
leading to legal consequences (Trakic et al., 2023). In the online world, users’ activities are
often tracked, and personal data can be shared with other organisations without consent
(Privacy Rights Clearinghouse, 2023). Research shows that privacy invasions increase concerns
about the misuse of personal information, especially on social media platforms where
individuals disclose much of their private data (Chen et al., 2023). Users who have faced
privacy violations tend to be more sensitive to privacy risks in the future (Ho et al., 2023).

Social Identity

Social identity involves an individual’s sense of belonging to social groups and is linked to self-
esteem and personal relationships (Abrams, 2001). Social Identity Theory suggests that people
seek to maintain a positive social identity to enhance self-esteem (Manzi et al., 2023). On SNS,
users often share personal details to connect with others, build relationships, and gain social
support. This self-disclosure on SNS can improve well-being, increase social capital, and foster
self-esteem (Kasmani et al., 2022). Social identity influences privacy preferences and self-
disclosure, with individuals adjusting their privacy behaviours based on their group affiliations
and social interactions (Gruzd et al., 2018; Zhang & Fu, 2020).

Self-Efficacy

Self-efficacy, as defined by Bandura (1994), is an individual’s belief in their ability to plan and
execute actions to achieve specific goals. It is not related to one’s actual abilities, but rather
the confidence in using those abilities effectively. High self-efficacy boosts personal
achievement and well-being (Bandura, 1994). Recent research highlights that self-efficacy
focuses on what one can achieve using their abilities, rather than their raw skills (Basileo et
al., 2024; lLopez-Garrido, 2025). Self-efficacy impacts task persistence and effort; when
perceived self-efficacy is high, individuals exert greater effort and endure longer in achieving
goals (Bandura, 1997). This concept is critical in the context of SNS, where users’ belief in their
ability to manage privacy and share information affects their behaviour. High self-efficacy in
using SNS reduces privacy concerns and encourages information sharing, as seen in research
by Princi and Kramer (2020).
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Users with higher self-efficacy in privacy management are more likely to use privacy
controls and feel less anxious about privacy risks (Bartol et al.,, 2023; Lee et al., 2017).
However, studies have shown mixed results about whether self-efficacy consistently reduces
privacy concerns (Menon, 2021).

Perceived Control

Perceived control refers to the belief that individuals can regulate their behaviour and the
outcomes of their actions, such as managing their privacy on SNS (Tao et al., 2024). SNS
platforms provide privacy settings that allow users to control who can view their personal
information, which in turn can reduce privacy concerns (Lumare et al., 2024). The concept of
perceived control is closely tied to privacy, as users who feel they can manage their
information are more likely to share it. Research indicates that users with control over their
personal data experience lower privacy risks and greater trust in the platform (Hunter &
Taylor, 2020). Privacy control systems help build trust and promote information disclosure
(Lumare et al., 2024). However, despite offering extensive privacy options, many users still fail
to adequately protect their information, a phenomenon known as the privacy paradox (Ho et
al., 2023). The complexity of privacy settings on SNS may overwhelm users, preventing them
from fully protecting their information (Neves et al., 2024). In summary, perceived control
enhances self-disclosure by reducing privacy concerns, but users’ ability to navigate privacy
settings effectively plays a crucial role in safeguarding personal information.

CONCEPTUAL FRAMEWORK

The conceptual framework of this study is designed by reference to the underpinning theory
of this study, the APCO (Antecedents - Privacy Concerns - Outcomes) Model adapted by
Alashoor et al. (2017) from the original APCO Macro Model by Smith et al. (2011). In the
original model, the APCO Macro Model suggests that the construct of privacy concerns will
likely mediate the relationships between a set of antecedents (Smith et al., 2011). Alashoor et
al. (2017) mentioned that their research theoretical contribution is to focus on how awareness
of the concept and practices of big data impacts privacy concerns. Along with the familiarity
of big data, there are also other antecedents studied, namely perceived control, perceived
vulnerability, and self-efficacy. The researcher also included the construct of trust as a
moderator for privacy concerns and privacy disclosure outcomes, as Alashoor et al. (2017)
suggested.

Additionally, the researcher also developed several other research constructs in
reference to the Theory of Planned Behaviour (TPB) (Ajzen, 1991) and the Extension of
Technology Acceptance Model (TAM) (Venkatesh & Davis, 2000). Four (4) constructs are
adapted from TPB, which are Privacy Invasion Experience and Perceived Control, derived from
the construct attitude, Privacy Concerns adapted from perceived behavioural control, and the
fourth construct derived from Theory of Planned Behaviour (TPB) to be used in this study is
Self-Disclosure Activities derived from the construct of behaviour. The researcher also adopted
four (4) other constructs from TAM. The first one is experience, adapted as Privacy Invasion
Experience. The second construct derived from TAM is image, adapted as Social Identity. Last
but not least, the fourth and final construct derived from TAM to be used in this study is usage
behaviour, adapted as Self-Disclosure Activities.
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Figure 1: Conceptual framework

In this study, the familiarity of big data (awareness and awareness of big data
implications), self-efficacy, and perceived control, as proposed by Alashoor et al. (2017), are
retained as the independent variables, also referred to as antecedents. However, as
highlighted in previous research, there are several other antecedents that may contribute to
self-disclosure activities, such as privacy invasion experience and social identity. Therefore,
these elements were also examined in this study to determine whether they influence self-
disclosure activities on SNS. Along with trust, this study also included the construct of
perceived risks as moderators in the relationship between privacy concerns and self-disclosure
activities. These constructs are adapted from the original APCO macro model by Smith et al.
(2011). Additionally, privacy concerns serve as the mediator variable, and finally, self-
disclosure activities represent the dependent variable.

METHODOLOGY

A quantitative approach had been taken to complete this study through administrating a
survey questionnaire. The population in the context of this study are youths who are pursuing
their studies in public higher education. The decision to conduct this research at public
universities was based on the stability of their student population. Unlike private universities,
which often experience frequent changes in enrolment due to factors such as shorter program
durations and higher student mobility, public universities offer a more consistent and reliable
population for data collection.

In collecting the data, the researcher engaged with the undergraduate students (age
range from 18-27). Survey questionnaires were distributed to students from five (5) random
public universities in Malaysia. The universities are categorised into five (5) regions, namely
Northern Region, East Coast Region, Central Region, Southern Region, and East Malaysia
Region. Specifically, the basis of population determination is based on the statistics from the
Department of Higher Education, Ministry of Education Malaysia where the statistics from the
year 2023 is the year of reference for this study.

According to the statistics, the population frame for this research is 593,101. According
to Krejcie and Morgan (1970), if the study population is greater than 100000, then the sample
size is 384, taking into account that the degree of accuracy is 95%. The total responses
collected is 998. The responses were recorded by using an online form formulated by using
Google Forms.
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DATA ANALYSIS

Structural Equation Model
In this study, the researcher used the AMOS software to come up with the structural equation
model. To determine that the model fit used in this study is good, accurate, and good-fitting
with the data, the researcher had used modification indices. The researcher had also used the
item parcelling method. In conducting SEM analysis, the researcher had used two main steps;
the first one is to predict the measurement model so that it can meet fit indices requirements.
Next, the researcher then tested the model with the real data to answer the research
hypotheses (Hair et al.,, 2010). This study is using absolute fit, incremental fit, and
parsimonious fit indices to determine the model fit appropriate to the study data.

The analysis of the measurement model carried out includes Self-Disclosure Activities
(3 items), Awareness of Big Data (4 items), Awareness of Big Data Implication (3 items), Privacy
Invasion Experience (6 items), Social Identity (4 items), Self-Efficacy (4 items), Perceived
Control (4 items), Privacy Concerns (5 items), Trust (5 items), and Perceived Risks (4 items).
The results of the analysis indicate that all the model fit criteria have been met, with values
for each indicator; GFI, CFI, IFI, TLI exceeding 0.90 and the RMSEA value shows less than 0.05
as stated by Hair (2010). The resulting match value is good for the measurement model which
has been formed. The following is the model fit index; the value of x2 = 1995.267, df =771, p
= 0.000, x2/df = 2.588, GFl = 0.906, CFl = 0.952, NFI = 0.924, TLI = 0.946 and RMSEA = 0.040
(refer to Figure 2).

o
DN

G G1 Ny
2 &2 g P 3
E1D G4 S o
%55 D
ED [T h g1 N\
ED (&7 <\
ETD

-
I 1

() ® @
)
.ff“

- 4
DT & )\
E3D [C4 |9 "' . pdy
& oo F XA
< ¢
D> (T} N/
€1 [ E2 ag }‘\;- 0
> itk Aﬁ-..@ Y\
=58 5 —_— X
&> miEris i)

EB HJ Ja—=
Gl LELK 58 A
GD—m{FI P 0—= > i‘

Co—=FkE -0 ’ ey vy Chi-Square=1995267
& BLR 8] / =000
ST ) 54 4 o

5T 0 -
&: Bs"" = B
[ B6 |

Figure 2: Structural equation model
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Next, the validity of the constructs was done after the devising involvement with SEM
to produce a better version of constructs for each variable. To that end, the researcher had
used the Convergent Validity and Discriminant Validity Analysis (refer to Table 1). The
condition of construct validation depends on the value of (1) Composite Reliability (CR), (2)
Average Variance Extracted (AVE), (3) Maximum Shared Variance (MSV), and (4) Average
Shared Variance (ASV). In this study, the researcher is following the suggestion of Hair et al.
(2010) that a good construct must meet the following criteria: having a CR value that is greater
than 0.7, having a good convergent validity value, which is AVE at 0.5, and having a value of
discriminant validity, of which MSV is smaller than AVE value, and ASV is smaller than AVE
value.

Table 1: Construct validation

Variable Reliability Convergent validity Discriminant validity
CR >.07 AVE > 0.5 MSV < AVE ASV < AVE

Self-Disclosure Activities 0.789 0.555 0.208 0.069
Big Data Awareness 0.916 0.733 0.280 0.095
Awareness of Big Data 0.896 0.742 0.280 0.136
Implication

Privacy Invasion Experience 0.890 0.576 0.066 0.025
Social Identity 0.843 0.574 0.227 0.111
Self-Efficacy 0.843 0.575 0.319 0.137
Perceived Control 0.810 0.519 0.319 0.140
Privacy Concerns 0.888 0.617 0.480 0.099
Trust 0.900 0.647 0.227 0.113
Perceived Risks 0.900 0.692 0.480 0.116

Mediation Analysis

In this study, mediation analysis provides opportunities for researchers to determine if there
are any variables involved as an intermediary if the results of multiple regressions are
significant. This method is allowing researchers to identify the kinds of effects that exist in the
relationship between variables, which are based on two categories: direct effects and indirect
effects. Figure 3 shows the mediation analysis model for the study, which had been done using
AMOS.
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Figure 3: Full Mediation Model

Moderation Analysis

The key purpose of the moderation analysis is to measure and evaluate the different
influences of the independent variable on the dependent variable as a moderator feature
(Baron & Kenny, 1986). A basic moderation analysis, in particular, is necessary because the
moderator is supposed to have an impact on the unique systemic path/paths supported by
the underlying theory. A basic moderation effect can be measured by constructing a
moderated regression model that describes whether the moderator changes the intensity
and/or orientation of the interaction between the antecedent (independent variable) and the
result (Andersson et al., 2014; Baron & Kenny, 1986). Customarily, a ‘typical moderation
model’ is used, where the interaction effect between the independent variable and moderator
variable needs to be computed in order to determine the significance level of a moderator
(Awang, 2015).

However, in this study, the researcher had undertaken multigroup analysis (MGA) to
analyse the moderation effects. This is due to the nature of the moderators in this study (trust
and perceived risks), which are both categorical moderators, and the data are of an ordinal
scale (Likert), which means a different group of higher/lower categories are expected to
produce different outcomes. According to James Gaskin (2011), multigroup analysis in
structural equation modelling (SEM) is another form of moderation analysis, but using
categorical variables or grouping variables. It tests separate structural models in two or more
groups. Such models may involve path models, comparison of indirect effects, confirmatory
factor models, or full structural equation models (Joreskog, 1971; Sorbom, 1974). Multigroup
models generally follow the same structure in each group and can provide separate estimates
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of within-group parameters (e.g., loadings, paths, and correlations). According to Chin and
Dibbern (2010), the use of the z-test is adequate to put into practice multigroup analysis for a
large sample size. In other words, the t-test for a large sample size is inadequate to be
practiced since the elementary t-test is limited for a small sample size. The Z-test for two
population proportions is used when the researcher wants to know whether two populations
or groups are of significant difference on some influences of exogenous towards endogenous
constructs.

The researcher followed the steps for conducting a multigroup analysis as
recommended by Byrne (2016). In this study, multigroup analysis was done by first separating
the higher and lower groups based on the moderators (trust and perceived risks respectively)
by using median split in SPSS. Later on, each group model (High Trust and Low Trust, High
Perceived Risks and Low Perceived Risks) was run in the AMOS software, where critical ratios
(z-scores) are used to identify significant differences between groups on each path (Byrne,
2016), and compared to assess whether the slopes in the two groups (high and low) differ
significantly. The path is considered different across groups when the P-value is significant
(less than 0.50 or 0.10). If the absolute value of the z-score is greater than 1.96, then it is
significant at the 0.05 level (James Gaskin, 2011). In this study, multigroup moderation analysis
was conducted by using SPSS and AMOS. Excel Macros—Stats Tools Package by Gaskin (2016)
was also utilised.

RESULTS AND DISCUSSION

Relationship Between the Antecedents and Privacy Concerns in Self-Disclosure Activities
Privacy concerns on social networking sites (SNS) are influenced by various factors, including
familiarity with big data, privacy invasion experiences, social identity, self-efficacy, and
perceived control. Privacy concerns negatively impact self-disclosure, as users are reluctant to
share personal information due to fear of misuse. Awareness of big data technologies tends
to decrease privacy concerns, as users accept the trade-off between privacy and technological
benefits, though awareness of its implications—such as the risks of misuse for fraud or identity
theft—can increase concerns. Users with past privacy invasion experiences exhibit stronger
concerns, associating these experiences with future risks. Social identity plays a role in
reducing privacy concerns, as individuals may prioritise self-image and social connections over
privacy, particularly among younger users. Interestingly, self-efficacy, which refers to
confidence in one’s ability to manage SNS settings, does not significantly affect privacy
concerns or self-disclosure in this study, contradicting previous research. Similarly, perceived
control over privacy settings generally reduces privacy concerns, but this study found that
users with more control might still feel uncertain about the security of their information,
particularly when aware of how platforms exploit personal data. These findings highlight the
complex, context-dependent nature of privacy concerns, self-disclosure, and the influence of
individual antecedents.

Table 2: Correlation among antecedents, mediator (privacy concerns), and self-disclosure activities

Antecedent Variable r p Relationship Strength
Privacy concerns Self-disclosure -.147 ok Weak negative
Awareness of big data Self-disclosure 117 .008 Weak positive
Awareness of big data implications Self-disclosure .158 .001 Weak positive
Privacy invasion experience Self-disclosure .033 .364 Not significant
Social identity Self-disclosure .350 Hkx Moderate positive
Self-efficacy Self-disclosure .002 .968 Not significant
E-ISSN: 2289-1528 531
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Perceived control Self-disclosure -.052 312 Not significant
Awareness of big data Privacy concerns -.235 Hkx Weak negative
Awareness of big data implications Privacy concerns .333 Hkx Moderate positive
Privacy invasion experience Privacy concerns 124 ok Weak positive
Social identity Privacy concerns -.118 .003 Weak negative
Self-efficacy Privacy concerns .055 224 Not significant
Perceived control Privacy concerns .327 kA K Moderate positive

Note: Significance level (P Value < 0.05)

Direct Relationship Between Antecedents and Self-Disclosure Activities

Despite privacy concerns, users are motivated to share personal information due to the desire
to be part of the online community, leading to the privacy paradox—users claim concern for
privacy but continue to disclose information. Social identity plays a significant role in
promoting self-disclosure, as users seek to build relationships and receive social support.
Awareness of big data’s benefits also reduces privacy concerns, encouraging self-disclosure.
Interestingly, awareness of big data’s implications heightens privacy concerns but does not
prevent self-disclosure, demonstrating the privacy paradox.

Privacy Concerns as a Mediator in Self-Disclosure Activities Among Youth

Privacy concerns play a mediating role in the relationship between antecedents and self-
disclosure. The study finds that privacy concerns decrease self-disclosure, and in some cases,
they fully mediate the relationship between antecedents (e.g., privacy invasion experience)
and self-disclosure activities. Although privacy concerns can discourage self-disclosure, other
motivations like social recognition and social contact may override these concerns, leading
users to share personal information. The findings suggest that self-disclosure decisions are
influenced by a balance of costs and benefits, with users selectively sharing certain types of
information while protecting more sensitive data.

Table 3: Predictors of privacy concerns and self-disclosure activities

Model 1 Model 2 Model 3 Model 4
Variable Beta Sig. Beta Sig. Beta Sig. Beta Sig.
(6) (p) (6) (p) (6) (p) (6) (p)

Awareness of big data -.165 *kx 139 *kx -.165 * k% .107 .008
Awareness of big data 272 *** 115 022 272 *** 169  .001
implications

Privacy invasion experience .076 *kk .012 .680 .076 *kx .027 .364
Social identity -.091 .003 .370 ol -.091 .003 .353 *kk
Self-efficacy .048 224 -.009 .879 .048 .224 .002 .968
Perceived control 319 *kx -.125 .049 .320 *kx -.066 312
Privacy concerns (mediator) - - - - - - -1.92 *kk
R Square 0.264 0.264 0.211 0.228

Note: Self-disclosure activities is the dependent variable

Model 1= Antecedents and mediator

Model 2= Antecedents and dependent variable

Model 3= Self-disclosure activities in the whole model

Model 4= Self-disclosure activities with mediator included in the model
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Influence of Moderators (Trust and Perceived Risks) on Privacy Concerns and Self-Disclosure
Activities

Trust and perceived risks serve as moderators in the relationship between privacy concerns
and self-disclosure. Trust positively influences self-disclosure, as users are more likely to share
personal information when they trust the SNS platform. Conversely, higher perceived risks
negatively affect self-disclosure, as users are cautious about sharing personal information due
to concerns over data misuse. The study shows that increased trust encourages self-
disclosure, while higher perceived risks discourage it, supporting previous research that
highlights the importance of trust and risk perception in online behaviour.

Table 4: Multigroup analysis based on trust in between
the relationship of privacy concerns with self-disclosure activities
Low Level of Trust  High Level of Trust  Z-Score (group

Path

Estimate o Estimate o) difference)
Privacy concerns - Self-disclosure activities -0.140 0.003 0.101 0.204 2.612%**
Table 5: Multigroup analysis based on perceived risks in between
the relationship of privacy concerns with self-disclosure activities
Low Level of High Level of Z-Score (group
Path Perceived Risks Perceived Risks .
. . difference)
Estimate P Estimate P
Privacy concerns - Self-disclosure activities 0.176 0.026 -0.199 0.078 -2.722%**
Novelty of the Study

Overall, there are a number of predictors that have been found as strong determinants of self-
disclosure activities among youth in Malaysia. This study has proven that APCO Model is
suitable in the context of this study, with the inclusion of privacy paradox phenomena. Figure
4 shows the modified conceptual framework, taking into accounts the results of the whole
study. One variable, self-efficacy is removed from the original framework, as the results of the
analyses show that there is not one relationship found between the proposed variable with
the mediator or the outcome. All of the other variables are maintained and improved, which
are awareness of big data, awareness of big data implication, privacy invasion experience,
social identity as an independent variable/antecedent, privacy concerns as the mediator, and
self-disclosure activities as the outcome.

Antecedents Privacy Concerns Outcome

Trust Perceived Risks

Privacy Invasion
Experience
- Self-disclosure
Privacy Concerns >

| Perceived Control Activity

| Social Identity

Familiarity with Big Data

| Awareness of Big Data

Awareness of Big Data
Implications

Figure 4: Modified model
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Therefore, this research also gives a good basis for future researchers to test on various
other features of SNSs apart from those proposed in the research model, such as sharing of
photos/videos/locations or other specific types of information or formats, and also in the
circumstance of specific SNSs such as YouTube, Facebook, Twitter, TikTok, and the like. This
research is expected to foster interest and future study of the diverse dimensions of online
self-disclosure.

CONCLUSION

Future studies should consider expanding the sample population to include diverse age
groups, such as early-aged and middle-aged youths. By exploring a broader age range,
researchers can examine how self-disclosure behaviours differ among various cohorts.
Additionally, self-disclosure is not exclusive to younger users, so it is crucial to include older
individuals who did not grow up with the internet. Another important consideration is the
study of cultural variations, as self-disclosure is influenced by individual, cultural, and
environmental factors. While this study was restricted to Malaysia, it is necessary to examine
how different cultures may impact users’ self-disclosure behaviours.

Furthermore, researchers should explore comparative studies by replicating this
research on other social media platforms, such as messaging apps or dating sites, to
understand the self-disclosure behaviour across various platforms. Future studies should also
consider different research designs, such as qualitative methods like content analysis or
experimental research with pre- and post-results. Additionally, future researchers should
explore areas related to, but not limited to, the context of this study. Longitudinal research
could offer deeper insights into the evolution of self-disclosure behaviours over time.

Another recommendation is the adoption of other developed models and theories in
the context of self-disclosure or social media behaviours. The current study’s findings show
that only 22.8% of the self-disclosure activities in social networking sites (SNS) can be
explained by the predictors in the model. This suggests that additional variables and processes
need to be included in future studies to provide a more comprehensive understanding of self-
disclosure in SNS.

CONCLUSION
Social media platforms have transformed the way individuals communicate, leaving behind
significant digital footprints. Users share personal information like names, email addresses,
locations, and interests when registering for social media accounts. In addition, user activity
is tracked, such as when, where, and with whom they interact. This information is often shared
with third-party organisations, sometimes without user consent, and is primarily used for
targeted marketing.

Despite growing concerns about privacy, users’ behaviours on SNS often contradict
these concerns, resulting in a paradox of privacy. This paradox contributes to rising issues such
as account hacking, impersonation, harassment, and stalking. These privacy violations are
likely to increase, yet simply disconnecting from social media is not the solution. Users must
understand the importance of avoiding oversharing personal information on SNS to mitigate
these risks. The privacy concerns are genuine, and failure to secure personal data could lead
to significant consequences.
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This study expands on previous research by identifying predictors of self-disclosure
activities, including privacy concerns as a mediator, and trust and perceived risk as moderating
variables. Through an online survey conducted with students from Malaysian public
universities, the study explored factors contributing to self-disclosure and their relationships.
The findings revealed that privacy concerns negatively impact self-disclosure, while trust,
social identity, and awareness of big data are key to fostering self-disclosure activities.

However, there are limitations to this study, including the self-reported nature of the
survey, a limited timeframe for data collection, and a narrow age range. These limitations
should be addressed in future studies, which could also explore other social media platforms
such as messaging apps (e.g., WhatsApp, Telegram) or dating sites, as they are closely tied to
privacy concerns and self-disclosure behaviours. Additionally, this study highlights the need
for clearer privacy regulations in Malaysia, as well as greater public education about data
collection, misuse, and legal protections against privacy violations.

The study also underscores the importance of big data awareness, as it has a growing
impact on how individuals interact with businesses and institutions. Understanding how big
data affects privacy and disclosure behaviours is crucial for developing new privacy theories.
This research contributes to the academic literature by exploring the various antecedents,
privacy concerns, trust, and perceived risks involved in self-disclosure, and it aims to inspire
further interest and research in this area.
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