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ABSTRACT

Cyber scams have emerged as a critical global threat, leading to substantial financial loss, profound
psychological distress, and a systemic erosion of trust in digital transactions. This study investigates
the lived experiences of online scam victims to uncover recurring patterns in fraudulent
methodologies, immediate victim responses, and the efficacy of institutional remedies. Theoretically
grounded in Protection Motivation Theory (PMT), the research examines how cognitive processes
specifically treat appraisal (perceived severity and vulnerability) and coping appraisal (self-efficacy and
response efficacy) shape individuals' behavioral adaptations following victimization. Employing a
qualitative research design, semi-structured interviews were conducted with 15 scam victims, and the
data was analysed using a systematic thematic approach supported by NVivo software. The findings
reveal that fraudsters systematically exploit social trust, urgency, and disinformation, resulting in
severe emotional trauma and financial instability. While victims often adopt immediate coping
strategies, such as reporting incidents to authorities, many express significant frustrations with the
perceived inadequacy of law enforcement and institutional responses. The study highlights the vital
necessity of enhancing digital literacy, fostering institutional accountability, and integrating
psychological support into victim assistance frameworks. By providing empirical insights into victim
narratives, this research contributes to cybercrime literature and offers a robust basis for legislative
and policy improvements aimed at mitigating the impact of digital deception.

Keywords: Cybercrime, online scams, protection motivation theory, victim experiences, digital fraud
prevention.

INTRODUCTION

With the rise of digital transactions, cyber scams have become increasingly sophisticated,
exploiting users through various fraudulent schemes, including phishing, fake online
marketplaces, and financial fraud (Agir et al., 2022; Weulen Kranenbarg et al., 2025). The rapid
advancement of technology and the widespread adoption of digital financial services have
provided fraudsters with new opportunities to deceive individuals. Victims of these scams
often suffer significant financial losses, identity theft, and emotional trauma, making cyber
fraud a critical issue in cybersecurity research (Azman et al., 2014; Irvin-Erickson, 2024). As
digital transactions become more integral to daily life, the risk of falling victim to cyber fraud
continues to escalate, necessitating further research into its impact and mitigation strategies.

Despite the growing number of cyber scams, there remains a lack of qualitative
research capturing the victim’s perspective on how they experience, respond to, and recover
from online fraud (Cole, 2024; Jansen & Leukfeldt, 2018). Most existing studies primarily focus
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on technical countermeasures, such as fraud detection algorithms and cybersecurity policies,
leaving a gap in understanding human vulnerabilities and behavioural responses (Galinec et
al., 2025). Victims often report inadequate legal support and financial recovery options,
leading to emotional distress and a diminished sense of trust in digital transactions (Zhu &
Chang, 2023). The lack of effective consumer protection measures exacerbates the problem,
as many victims struggle to seek justice or recover lost funds (Wang, 2025). Given this gap, it
is crucial to analyse the lived experiences of scam victims to develop more effective
intervention strategies. This study aims to address this issue by providing a deeper
understanding of scam victims’ experiences and proposing strategies to enhance scam
prevention efforts.

This research is significant in three key areas: (1) academic contribution; (2) policy
implications; and (3) social impact. Academically, the study enhances cybercrime literature by
providing empirical qualitative data on scam victims' experiences, which can contribute to a
more comprehensive understanding of online fraud (de Bruijn & Janssen, 2017). From a policy
perspective, the findings can inform policymakers about the need for stronger consumer
protection laws, improved financial security measures, and public awareness campaigns to
combat cyber fraud effectively (Senarak, 2021; Wulandari et al., 2025). On a societal level, the
study helps individuals recognize scam tactics, develop resilience against digital fraud, and
improve overall cybersecurity awareness (Liang & Xue, 2009; Wang & Topalli, 2024). By
addressing these key areas, this research contributes to both theoretical and practical efforts
to mitigate cybercrime and enhance public safety in digital transactions.

LITERATURE REVIEW

Cyber Fraud and the Evolution of Online Scams

Cyber scams have been extensively examined from both technical and behavioural
perspectives, with considerable emphasis placed on fraud detection systems, cybersecurity
frameworks, and regulatory mechanisms (Gould et al., 2023; Niman et al., 2023). However,
existing literature has largely overlooked the lived experiences of victims, resulting in a limited
understanding of how individuals encounter, interpret, and respond to online fraud (Zwilling
etal., 2022). This gap is significant, as victim-centred insights are essential for developing more
effective prevention and intervention strategies. Addressing this limitation, the present study
adopts a human-centred perspective by incorporating victims’ narratives, thereby enriching
the discourse on cyber fraud and its real-world implications.

The evolution of cyber fraud reflects a transition from relatively simple schemes, such
as email-based fraud, to more sophisticated tactics involving phishing, social engineering, and
digital identity theft (Weulen Kranenbarg et al., 2025) including cryptocurrency fraud as
critical dimension of online scams (Pitchan et al., 2025). Contemporary fraudsters increasingly
utilise advanced technologies, including artificial intelligence and automated phishing
systems, to enhance the credibility and scalability of their attacks (Zhu & Chang, 2023). These
developments have enabled fraudsters to exploit social trust and digital vulnerabilities more
effectively, making it increasingly difficult for individuals to distinguish between legitimate and
fraudulent communications (Misra & Khurana, 2017; Whitty, 2025). As digital transactions
continue to expand globally, the dynamic nature of cyber fraud necessitates continuous
adaptation in both technological safeguards and user awareness.
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Psychological and Financial Impact of Cyber Fraud

Victimisation in cyber fraud cases extends beyond financial loss, encompassing significant
psychological and emotional consequences (Firdaus et al., 2022; Gautam & Yadav, 2026).
Studies indicate that victims often experience heightened levels of stress, anxiety, and trauma,
particularly when substantial financial losses are involved (Irvin-Erickson, 2024; Oladiti et al.,
2026; Van Schaik et al., 2017). These experiences are frequently accompanied by feelings of
self-blame and embarrassment, which can intensify emotional distress and hinder recovery.
In addition, victims may develop long-term trust issues with digital platforms, leading to
reduced participation in online transactions such as e-commerce and internet banking
(Galinec et al., 2025; Osman et al., 2024).

These psychological responses highlight that cyber fraud is not merely a technical or
financial issue, but also a deeply personal and emotional experience. The impact of
victimisation can influence individuals’ future behaviour, particularly in terms of risk
perception and trust in digital environments, thereby reinforcing the importance of
understanding victim experiences in greater depth.

Institutional Response and Challenges in Fraud Recovery

Despite the implementation of fraud detection systems by financial institutions, victims often
face considerable challenges in recovering lost funds (Agarwal et al., 2025). Many individuals
report inadequate support from banks and law enforcement agencies, which further
exacerbates their financial and emotional distress (Weulen Kranenbarg et al., 2025). Delays in
response, lack of transparency, and limited recovery success contribute to a decline in public
trust toward institutional mechanisms (Gajda, 2025).

Although governments have introduced cybercrime legislation and regulatory
frameworks to address digital fraud, enforcement remains inconsistent across jurisdictions
(Zhu & Chang, 2023). The transnational nature of cybercrime complicates legal processes,
making it difficult to identify, prosecute, and penalise offenders effectively. The absence of a
unified global legal framework further limits the ability of authorities to respond efficiently to
cyber fraud cases (Sanusi et al., 2025). These institutional limitations highlight the need for
more coordinated and effective responses to support victims and enhance trust in formal
systems.

Digital Literacy and Preventive Behaviour

Digital literacy has emerged as a critical component in mitigating the risks associated with
online scams. Studies have shown that individuals with higher levels of cybersecurity
awareness are better equipped to recognise and avoid fraudulent schemes (Mwirigi et al.,
2026; Sandra, 2026). Educational initiatives, including awareness campaigns, cybersecurity
training programmes, and public service announcements, have been found to significantly
reduce susceptibility to scams (Galinec et al., 2025; Irvin-Erickson, 2024). These initiatives
enhance individuals’ ability to critically evaluate online information and identify potential
threats.

However, the effectiveness of digital literacy initiatives depends on their ability to
adapt to evolving scam tactics. As cyber fraud becomes increasingly sophisticated, awareness
programmes must be continuously updated to remain relevant and impactful (Alotaibi et al.,
2016; Jamalludin et al., 2026), while still pushing the digital literacy agenda (Mohamed et al.,
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2023). Therefore, a comprehensive approach that integrates technological innovation, policy
enforcement, and public education is essential for reducing the impact of cyber fraud.
Theoretical Perspective: Protection Motivation Theory

This study is grounded in Protection Motivation Theory (PMT), which provides a robust
framework for understanding how individuals respond to perceived threats (Rogers 1975).
PMT posits that individuals engage in two key cognitive processes when faced with a threat:
threat appraisal and coping appraisal (Sulaiman et al., 2026). Threat appraisal involves
evaluating the severity of a threat and one’s vulnerability to it, while coping appraisal refers
to assessing the effectiveness of available responses and one’s ability to execute them (Han
et al., 2025).

In the context of cyber fraud, threat appraisal is reflected in how individuals perceive
the seriousness of financial loss and their susceptibility to scams (Dodge et al., 2023). Victims
who experience significant losses are likely to develop heightened perceptions of risk, which
in turn trigger strong emotional responses such as fear, anxiety, and regret (Cheng, 2026).
These emotional reactions play a crucial role in shaping subsequent behavioural decisions.

Coping appraisal, on the other hand, explains how individuals respond to scam
incidents through actions such as reporting the incident, securing accounts, and seeking
support (Carter & McNealey, 2025). It also encompasses individuals’ confidence in their ability
to manage the situation (self-efficacy) and their belief in the effectiveness of these actions
(response efficacy) (Gautam & Yadav, 2026). However, perceived barriers, such as ineffective
institutional support, may reduce the likelihood of adopting protective behaviours.

The application of PMT in this study provides a comprehensive lens to examine the
relationship between threat perception, emotional response, and behavioural adaptation. By
integrating this theoretical framework, the study moves beyond descriptive analysis and offers
a deeper explanation of how individuals develop digital resilience following scam
victimisation.

METHODOLOGY

Research Design and Theoretical Underpinning

This study adopts a qualitative research design to explore the lived experiences of online scam
victims, with particular emphasis on their emotional responses, coping strategies, and
behavioural adaptations following victimization. A qualitative approach is appropriate as it
enables an in-depth understanding of subjective experiences, meanings, and interpretations
that cannot be adequately captured through quantitative methods (Takona, 2024). Given the
sensitive and personal nature of scam victimization, the use of qualitative inquiry allows
participants to articulate their experiences in a nuanced and reflective manner.

The study is theoretically grounded in PMT, which explains how individuals respond to
perceived threats through cognitive and behavioural processes. The theory posits that
individuals evaluate threats based on threat appraisal, which includes perceived severity and
vulnerability, and coping appraisal, which involves response efficacy, self-efficacy, and
perceived barriers (Rogers 1975). In the context of online scams, this framework provides a
robust lens to understand how victims interpret their experiences, react emotionally, and
subsequently adapt their behaviours to mitigate future risks (Sulaiman et al., 2026). The
integration of this theoretical perspective enhances the analytical depth of the study and
strengthens its contribution to cybersecurity and victimology literature.
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Sampling Strategy and Participants

This study employs purposive sampling to select participants who possess direct and relevant
experience with online scams. This sampling strategy is widely used in qualitative research to
ensure that participants are able to provide rich, meaningful, and experience-based insights
relevant to the research objectives (Takona, 2024). Participants were selected based on
specific inclusion criteria, namely: (1) individuals who have personally experienced an online
scam; (2) are willing to share their experiences openly; and (3) are able to recall and articulate
the incident in detail.

A total of 15 participants were recruited for this study. The sample size is considered
appropriate for qualitative research, as the primary objective is to achieve depth of
understanding rather than statistical generalisation. The determination of the sample size was
guided by the principle of data saturation, which refers to the point at which no new themes
or insights emerge from the data (Islam & Aldaihani, 2022). In this study, saturation was
achieved as recurring patterns related to emotional responses, coping strategies, and
behavioural adaptations became consistent across interviews. Existing qualitative research
supports that saturation can be achieved within 12 to 15 participants when the study is
focused and participants share similar experiential backgrounds. Therefore, the inclusion of
15 participants ensures both analytical depth and thematic completeness, meeting the
expectations of rigorous qualitative inquiry.

Data Collection Procedure

Primary data were collected through semi-structured, in-depth interviews conducted over a
period of approximately four to six weeks. This method was selected due to its effectiveness
in capturing detailed personal narratives, particularly in contexts involving sensitive
experiences such as financial loss and emotional distress. The semi-structured format allowed
the researcher to maintain consistency across interviews while also providing flexibility to
explore emerging themes and probe deeper into participants’ responses.

Each interview lasted between 30 to 60 minutes and was conducted either face-to-
face or via online communication platforms, depending on participants’ availability and
preference. Prior to the interviews, participants were provided with a clear explanation of the
study’s purpose and procedures, and informed consent was obtained. With participants’
permission, all interviews were audio-recorded to ensure accuracy and completeness of the
data. The recordings were subsequently transcribed verbatim to facilitate systematic analysis.
In addition, field notes were taken during and after the interviews to capture contextual
observations, non-verbal cues, and initial analytical reflections, thereby enriching the overall
dataset.

Research Instrument

The primary research instrument used in this study was a semi-structured interview guide
consisting of 24 open-ended questions — Table 1. The interview guide is important as it
ensured conversations remained focused on specific subjects while providing prompts for
research participants (Yusoh et al., 2024). The instrument was developed based on the
objectives of the study, relevant literature on cybercrime and victimization, and key constructs
derived from PMT. The design of the instrument ensured alignment with both threat appraisal
and coping appraisal components, allowing for a comprehensive exploration of participants’
experiences.
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The interview questions were organised into five main sections. The first section
focused on participants’ background and digital behaviour, including their level of
engagement with online platforms. The second section explored the nature of the scam
experience, including how the scam occurred and factors that contributed to its perceived
legitimacy. The third section examined threat appraisal by capturing participants’ perceptions
of severity and vulnerability, as well as their emotional responses. The fourth section
addressed coping appraisal by exploring participants’ actions, perceived effectiveness of those
actions, and challenges encountered. The final section focused on behavioural adaptation and
prevention, including changes in online behaviour and recommendations for avoiding future
scams.

The use of open-ended questions allowed participants to express their experiences
freely and in their own words, thereby minimizing response bias and enhancing the richness
of the data. This structure also ensured that the instrument was both theoretically grounded
and empirically relevant.

Table 1: Research instrument (semi-structured interview guide)

Sections Items
Section A: Background and 1. Can you describe your background (e.g., occupation, digital usage habits)?
Digital Behaviour 2. How frequently do you engage in online transactions or digital activities?
3. What types of digital platforms do you commonly use?

Section B: Scam Experience
(Threat Exposure)

. Can you describe your experience of being involved in an online scam?
. What type of scam did you encounter?

. How did the scammer approach or manipulate you?

. What made the situation appear legitimate or trustworthy?

. When and how did you realise it was a scam?

00 N O U b

Section C: Threat Appraisal 9. How serious do you perceive the impact of the scam on your life?

(PMT) 10. Did you feel vulnerable to such scams before this incident? Why or why not?
11. What emotions did you experience after the incident (e.g., fear, anger,
regret)?

12. How did the experience affect your sense of security in digital
environments?

Section D: Coping Appraisal  13. What actions did you take immediately after realising the scam?
and Responses (PMT) 14. Did you believe those actions would help reduce the damage? Why?
15. How confident were you in handling the situation?
16. What challenges did you face in responding to the scam?
17. Did you seek help from others (e.g., family, friends, authorities)?

Section E: Behavioural 18. How has this experience changed your online behaviour?
Adaptation and Prevention  19. Do you feel more cautious when engaging in digital transactions now?
20. What preventive measures do you currently practice?

21. How do you evaluate the role of banks or authorities in handling scam
cases?

22. Do you think existing support systems are adequate? Why?
23. What recommendations would you suggest to prevent online scams?
24. Is there anything else you would like to share about your experience?
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Data Analysis and Trustworthiness

Qualitative empirical data were analysed through thematic generation and coding procedures,
which are widely recognised as rigorous approaches for interpreting experiential narratives.
The analysis followed a structured empirical materials interpretation procedure adapted from
Rashid et al. (2019), ensuring systematic organisation, validation, and interpretation of the
qualitative dataset. The process is illustrated in Figure 1.

Transcription of Interviews Recording

Cross Checking with the Interview
Field Notes

|
|

Respondents Fedback on Intenview
Transcription

Revision in Transcription Based on the
Fedback

|
:

Initial Coding, Concepts and

Categories Debelopment

Triangulation and Rewvision of
Categories

N

Decuments such as Project Report,
Emails etc

Observation Field Notes

Figure 1: Empirical materials interpretation process for digital deception: A qualitative investigation of online
scam victims' experiences and coping mechanisms adapted from Rashid et al. (2019)

The empirical materials for this study consisted primarily of semi-structured interview
transcripts obtained from 15 participants who had experienced online scams, supported by
interview field notes and researcher observations recorded during data collection. All
interview recordings were transcribed verbatim to create a comprehensive textual dataset for
analysis. The transcription process represented the first stage of analysis, transforming raw
audio recordings into analysable empirical material.

Following transcription, cross-checking procedures were conducted between
interview transcripts and field notes to ensure accuracy, contextual completeness, and
consistency of participants’ responses. Participants were subsequently invited to review
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selected interview summaries to confirm the accuracy of interpretations, a process commonly
referred to as member checking. Feedback received from participants was incorporated
through revisions of the transcripts, enhancing credibility and reducing interpretive bias.

The revised transcripts were then imported into NVivo software to facilitate systematic
data organization, coding, and categorization (Allsop et al., 2022; Rashid et al., 2019). Initial
coding involved identifying meaningful units of data representing participants’ experiences
with online scams. These codes were progressively refined into sub-concepts, broader
concepts, and finally thematic categories aligned with the research objectives. This iterative
process ensured analytical transparency and enabled patterns to emerge organically from
participants’ narratives.

To enhance methodological rigor, triangulation was employed throughout the
analytical process. Interview findings were continuously compared with field notes and
observational reflections to validate emerging categories. The triangulation procedure
strengthened the robustness of interpretations by integrating multiple sources of empirical
evidence rather than relying solely on interview data. This approach ensured that identified
themes reflected consistent patterns across data sources, thereby improving the credibility
and dependability of findings (Rashid et al., 2019).

In addition to the empirical interpretation procedure, thematic analysis was conducted
following the six-step framework proposed by Adu (2019). The process involved: (1)
familiarization with the data through repeated reading of transcripts; (2) generation of initial
codes capturing significant features of participants’ experiences; (3) identification of potential
themes; (4) detailed review and refinement of themes; (5) definition and naming of final
themes; and (6) production of the analytical report supported by verbatim quotations.

An inductive analytical approach was adopted, allowing themes to emerge directly
from participants’ lived experiences rather than imposing predetermined theoretical
categories (Proudfoot, 2023). This inductive orientation was particularly appropriate for
exploring online scam victimization, as it enabled a deeper understanding of emotional
responses, coping strategies, and behavioural adaptations grounded in participants’
narratives. Similar approaches have been recommended for qualitative health and social
research to ensure findings remain closely connected to empirical data (Fereday & Muir-
Cochrane, 2006).

To further enhance reliability, inter-coder consistency procedures were applied. A
subset of interview transcripts was independently reviewed and coded, followed by discussion
and reconciliation of discrepancies to ensure coding consistency and analytical accuracy. This
procedure strengthened confirmability and reduced subjective bias in theme development.

The combined use of empirical materials interpretation, triangulation, and systematic
thematic analysis ensured that the research findings were derived from a transparent,
validated, and methodologically rigorous analytical process. By integrating multiple analytical
stages supported by NVivo software, the study achieved a comprehensive interpretation of
online scam victims’ lived experiences, reinforcing the credibility, dependability, and
trustworthiness of the research outcomes.

In addition, to ensure methodological rigor, this study adopted trustworthiness criteria
which emphasize credibility, transferability, dependability, and confirmability as standards for
gualitative research quality (Adu, 2019; Ahmed, 2024) — Table 2. Multiple validation strategies
were integrated throughout the research process to enhance the authenticity and reliability
of findings derived from participants’ lived experiences of online scam victimization.
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Table 2: Trustworthiness criteria

Trustworthiness Criteria

Purpose

Strategies Applied in
This Study

Evidence in Current
Research

A. Credibility

B. Transferability

C. Dependability

D. Confirmability

Ensures findings
accurately represent
participants’ realities

Allows readers to
determine
applicability to similar
contexts

Demonstrates
consistency and
stability of research
procedures

Ensures findings
emerge from data
rather than
researcher bias

Semi-structured in-depth
interviews with 15 scam
victims

Member checking
conducted after
transcription

Prolonged engagement
during interviews

Use of verbatim
quotations

Thick description of
participants’ experiences
Detailed explanation of
scam contexts and victim
responses

Clear participant
selection criteria
Systematic interview
protocol

Audit trail documenting
coding decisions
NVivo-assisted thematic
analysis

Inter-coder review
process

Data triangulation
(interviews, field notes,
observations)

Reflexive analytical
process

Documentation of theme
development

Participants validated
interview summaries;
themes grounded in real
experiences

Enables comparison with
cyber fraud victims in
other digital
environments

Transparent analytical
procedures allowing
methodological
replication

Findings supported by
multiple empirical data
sources

Ethical Considerations

Ethical considerations were strictly observed throughout the research process. Participants
were provided with clear information about the study and gave informed consent prior to
participation. Confidentiality and anonymity were ensured using pseudonyms Participants
were also informed of their right to withdraw from the study at any time. All data was securely
stored in password-protected systems to protect participants’ privacy.

RESULTS AND DISCUSSION

Nature and Types of Scams

Online scams take various forms, exploiting different vulnerabilities in digital transactions —
Table 3. One of the most common types reported by victims is online shopping fraud, where
individuals pay for products that are either never delivered or significantly different from what
was advertised. As one informant shared, "My friend got scammed from a seller that sells
clothes. The seller offered a fair price, which was too cheap compared to the market price. My
friend lost 1.5K from that accident." Another respondent recalled, "I bought discounted
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electronics from an online store and realised the website was a scam after making the
payment" These scams highlight the risks associated with purchasing items from unverified
online sources and underscore the need for increased consumer awareness.

Another prevalent form of fraud is phishing and identity theft, where victims receive
fraudulent emails, calls, or messages that appear to be from legitimate organizations, such as
banks or service providers. One victim noted, "/ have received a lot of phishing emails through
my Yahoo email. | have been hacked once when Yahoo had a global information leak." Another
reported, "I got an email, SMS notification asking for CODE PIN for one of my accounts." A
particularly deceptive scheme involved a scammer sending a text invitation for a neighbour’s
wedding, as one informant stated, "My dad received a text invitation to our neighbour’s
wedding, which seemed genuine at first”. However, it turned out to be a scam attempting to
collect his phone number and other personal details. These cases illustrate the evolving
sophistication of phishing techniques used to steal personal information.

Investment and job scams were also frequently reported by victims. Fraudulent
investment opportunities and part-time job offer often promise quick financial gains but
eventually lead to financial loss. One victim recounted, "/ once received a part-time job scam.
I only needed to like and subscribe to certain YouTube channels. At first, | got paid, but then |
had to pay a fee to continue. That’s when I realised it was a scam." Similarly, another informant
described being lured into an investment scam through Telegram, stating, "/ got an invitation
to join an investment group on Telegram and received various messages to attract potential
victims to invest." These scams demonstrate how fraudsters manipulate financial aspirations
and trust to deceive individuals.

Another common fraud tactic is loan and prize scams, where victims are tricked into
paying processing fees for non-existent loans or rewards. One respondent shared, "My uncle
needed a personal loan. He saw an online advertisement offering up to RM50K. He transferred
RM2K first, then another RM5K, but never received the loan. The scammer disappeared."
Another victim almost fell for a fake prize scam, stating, "/ received a WhatsApp call from ‘Digi
Centre’ saying | had won 3 months of free bills. They asked for my Celcom app OTP. | almost
fell for it." These scams prey on financial desperation and excitement, convincing victims to
act hastily without verifying legitimacy.

Lastly, romance scams exploit victims' emotions to deceive them into sending money.
One informant shared, "My mom spent almost RM15K on a guy she met online. He asked her
to transfer money to two suspicious accounts. After realizing she was scammed, she went to
the police, but it was too late." Another respondent reported, "Someone disguised as a friend
asked for help, and then my money was scammed by that unknown person." These cases
highlight the psychological manipulation tactics employed in romance scams, which often lead
to significant financial and emotional distress.

Online scams continue to evolve as cybercriminals leverage advanced technology and
psychological tactics to exploit victims (Weulen Kranenbarg et al., 2025; Zwilling, 2022). The
increase in online shopping fraud and phishing scams highlights the growing need for digital
literacy among consumers (Gould et al., 2023). Studies have shown that a lack of awareness
and security measures contributes significantly to online fraud cases (Cole, 2024; Van Schaik
et al.,, 2017). Victims often experience financial and emotional distress, as fraudsters
manipulate trust and urgency to pressure individuals into acting impulsively. Preventative
measures, such as multi-factor authentication, financial transaction alerts, and awareness
campaigns, are essential in mitigating risks (Misra & Khurana, 2017; Zhu & Chang, 2023). Law
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enforcement agencies and financial institutions must also strengthen their efforts in detecting
and addressing fraudulent activities to enhance consumer protection.

Psychological and Emotional Impact

Victims of online scams experience significant emotional distress, including fear, frustration,
and loss of trust in digital transactions. As one respondent put it, "/t’s scary and traumatic."
Another victim expressed anger, stating, "l was very angry about this cybercrime." The
financial impact can be devastating, with some individuals losing substantial amounts of
money. One informant recounted, "My friend reported a scam involving RM15,000. It
devastated the family’s finances and trust in the authorities." Such experiences can also lead
to long-term psychological consequences, as one victim stated, "/ have never trusted online
sellers again since my experience of being scammed." These findings indicate that scam
victimization goes beyond financial loss, affecting mental well-being and digital trust.

The emotional and psychological distress experienced by scam victims is well-
documented in cybersecurity and criminology literature. Studies indicate that financial fraud
often results in severe emotional consequences, including anxiety, depression, and a
diminished sense of security in digital environments (Klimek, 2026; Harrison et al., 2022;
Niman et al., 2023). Victims of online scams frequently report feelings of shame and
helplessness, which can deter them from seeking help or reporting incidents to authorities
(Klimek, 2026; Firdaus et al., 2022). Additionally, financial losses, especially large sums can
lead to prolonged financial instability, further exacerbating stress and reducing trust in online
transactions (Irvin-Erickson, 2024). Research suggests that improving public awareness of
scams and providing psychological support services for victims can mitigate these negative
effects (Gautam & Yadav, 2026; Harrison et al., 2022; Oladiti et al., 2026). Addressing scam
victimization requires a multi-faceted approach that combines legal interventions, financial
protections, and mental health resources to support affected individuals effectively.

Victims' Responses and Coping Strategies

Victims often take immediate actions after realizing they have been scammed, such as
blocking the scammer, reporting the incident, and contacting financial institutions to prevent
further losses. One victim shared, "I reported to the police about the theft of money online
against my friend amounting to RM15,000." Another respondent described their response
after their social media account was hacked, stating, "My brother’s social media account got
hacked. He immediately filed a report with the bank to block all banking services and changed
all information." However, in many cases, the scam had already caused irreversible financial
damage, as another victim noted, "My father called the bank immediately when he realised he
had been scammed, but it was too late."

Seeking support from family, friends, and online communities is another common
coping strategy. One respondent explained, "I advised my parents not to click on suspicious
links. If they are not sure, they ask me first." Others adopted technological solutions, as one
victim shared, "I installed the TrueCaller app for my parents so they can track scammer calls."
These strategies highlight the importance of collective awareness and digital vigilance in
preventing future scams.

Legal and institutional responses vary, with some victims filing police reports while
others find law enforcement unhelpful. One informant stated, "The police told my uncle that
they receive up to 6 similar scam cases daily, but they couldn’t track the scammer." Another
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victim expressed frustration, saying, "/ went to the police station to report a scam, but they
said there wasn’t much they could do." These responses indicate a gap in effective legal
frameworks and law enforcement resources to address cyber fraud.

The psychological and financial toll of online scams can have long-term effects on
victims, influencing their mental well-being and trust in digital transactions. Studies show that
scam victims often experience anxiety, depression, and post-traumatic stress symptoms due
to financial losses and the sense of betrayal (Sanusi et al., 2025; Senarak, 2021). The erosion
of trust in online platforms may lead to digital avoidance behaviors, where individuals become
hesitant to engage in e-commerce or financial transactions online. Furthermore, research
highlights that victims who suffer significant financial losses often feel abandoned by
authorities, exacerbating feelings of helplessness and frustration (Agarwal et al., 2025; Liang
& Xue, 2009). Psychological support services and targeted intervention strategies, such as
scam awareness programs and improved fraud prevention mechanisms, are crucial in
mitigating these negative consequences (de Bruijn & Janssen, 2017; Gajda, 2025). Addressing
the emotional impact of online scams requires a multi-faceted approach, combining financial
protection, legal support, and mental health assistance to help victims recover both
economically and psychologically.

Perceptions of Law Enforcement and Financial Institutions

Victims often feel that authorities and banks provide limited recourse and insufficient action
in recovering lost money. One informant shared, "A scam from a fake bank. | made a police
report quickly and went to the bank to block my account." However, another victim noted the
ineffectiveness of reporting fraud, stating, "I lost RM900 in 5 minutes after clicking a link.
Reporting it did not help. These experiences reflect a widespread lack of confidence in
institutional fraud response mechanisms.

Additionally, respondents highlighted the need for improved cybersecurity education
and stronger consumer protection policies. One victim emphasised; “authorities should run
more awareness campaigns about scams. Many people do not know how to identify them”.
Another suggested, "I hope the government strengthens cybersecurity laws to punish
fraudsters more severely.” These insights reveal the growing demand for stricter regulatory
measures and enhanced public education efforts to combat cyber fraud.

The perceived ineffectiveness of authorities and financial institutions in addressing
online scams contributes to a lack of trust in formal fraud response mechanisms. Research
indicates that many victims feel frustrated by slow or ineffective institutional actions, which
often result in minimal financial recovery (Mwirigi et al., 2026). A study by Sandra (2026) found
that law enforcement agencies face significant challenges in tracking down fraudsters due to
the cross-border nature of cybercrime. Furthermore, inadequate consumer protection
policies leave victims vulnerable to recurring fraud incidents (Weulen Kranenbarg et al., 2025).
To address these issues, experts emphasize the importance of collaborative efforts between
governments, financial institutions, and cybersecurity organizations in strengthening fraud
detection and response systems (Jamalludin et al., 2026). Increased investment in digital
literacy campaigns can also empower consumers to recognize and avoid scams before falling
victim to them. By implementing stricter cybersecurity regulations and enhancing consumer
education, authorities can work towards restoring public confidence and reducing the
prevalence of online scams.
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Table 3: Thematic analysis: Lived experiences of online scam victims

No.

Thematic Analysis

Definition

Informants’ Responses (Verbatim Evidence)

Analytical Interpretation

1.1 Online
Shopping
Fraud

1.2 Phishing
and Identity
Theft

1.3 Investment
and Job Scams

1.4 Loan and
Prize Scams

1.5 Romance
and Social
Engineering
Scams

Payment made for
goods never received
or misrepresented
products.

Fraudsters
impersonate trusted
institutions to obtain
personal or banking
information.

Fake opportunities
promising fast income
or investment returns.

Victims pay processing
fees or share OTPs for
fake loans or rewards.

Emotional
manipulation used to
gain financial trust.

P1: “My friend got scammed from a seller selling clothes
at a very cheap price. She lost RM1,500.”P2: “I bought
discounted electronics online but realised the website
disappeared after payment.”P3: “The seller kept
delaying delivery until the account vanished.”P4: “I
trusted the reviews, but they were fake.”

P5: “I received many phishing emails through Yahoo and
got hacked once.”P6: “I received SMS asking for my
banking PIN code.”P7: “A wedding invitation message
turned out to be a scam collecting personal details.”P8:
“Someone called claiming to be from my bank
requesting verification.”

P9: “I joined a part-time job where | liked YouTube
videos and initially got paid.”P10: “Later they asked me
to pay a fee to continue.”P11: “l was invited to a
Telegram investment group promising high profit.”

P12: “My uncle transferred RM7,000 for a loan that
never existed.”P13: “l almost shared my OTP after a
fake Digi prize call.”

P14: “My mother sent RM15,000 to someone she met
online.”P15: “Someone pretended to be my friend
asking urgently for money.”

Participants reported being influenced by
attractive pricing, fake reviews, and perceived
platform legitimacy. Victims initially trusted
online marketplaces but later recognised
manipulation tactics.

Informants described sophisticated
impersonation strategies including bank

representatives, social invitations, and official-

looking communication. Many recognised the
threat only after exposure.

Participants were attracted by low-effort
income opportunities. Initial small rewards
increased credibility before financial
exploitation occurred.

Victims experienced urgency pressure
involving financial relief or rewards. Requests
for advance payment or OTP verification were
common manipulation tactics.

Emotional trust and perceived personal
relationships increased compliance. Victims
prioritised empathy and social obligation over
risk evaluation.

Demonstrates low initial
threat appraisal; scams
exploited trust and
perceived authenticity.

Reflects heightened
perceived vulnerability
following victimisation.

Illustrates social
engineering through
reward reinforcement
increasing scam
effectiveness.

Shows exploitation of
financial need and
urgency triggering
impulsive decision-
making.

Highlights emotional
manipulation influencing
decision processes
before risk awareness
developed.
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Figure 2: Thematic analysis: Lived experiences of online scam victims
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Digital Literacy and Scam Prevention

Many victims reported learning to recognize red flags and exercise greater caution in digital
interactions. One informant stated, "Now | always verify evidence before believing anything
online." Another noted answer from the informant; "I never answer calls from unknown
numbers anymore." Avoiding suspicious links and calls has also become a key protective
measure, as one victim shared, "If | see an unfamiliar number, | don’t pick up." Others take
proactive steps to educate family and friends, as one respondent noted, "/ warn my family and
friends never to transfer money before verifying in person." Another added, "I always tell my
mom to ask me before she clicks on any suspicious links." These findings highlight the
importance of digital awareness and community-based prevention strategies in reducing scam
susceptibility. These findings collectively emphasize the growing sophistication of online
scams, their psychological and financial consequences, and the crucial role of digital literacy
and institutional reforms in preventing cyber fraud.

Digital literacy plays a critical role in mitigating online scams, as informed users are
better equipped to recognize fraudulent tactics and adopt preventive measures. Research
suggests that individuals who receive cybersecurity education are significantly less likely to fall
victim to scams (Carter & McNealey, 2025; Novianti & Chariri, 2025). Raising awareness about
common scam indicators such as unsolicited messages, too-good-to-be-true offers, and
urgent requests for personal information can empower individuals to make safer digital
decisions (Maina, 2026).

Additionally, peer education and community-based initiatives have proven effective in
spreading digital safety practices, as social networks often serve as the first line of defense
against fraud (Cheng, 2026; Zwilling et al., 2022). However, while personal vigilance is
essential, institutional reforms, such as stricter cybersecurity regulations and improved fraud
reporting systems, are equally necessary to reduce cybercrime prevalence (Sirohi & Misra,
2024). A comprehensive approach combining education, legal measures, and financial security
protocols is essential in protecting individuals from evolving digital threats.

Comprehensive Findings: Threat Appraisal through Protection Motivation Theory
Findings indicate that participants perceived online scams as highly severe, particularly due to
financial losses and psychological distress. Victims reported losing substantial amounts of
money, which significantly impacted their financial stability and emotional well-being. From
the perspective of PMT, this reflects high perceived severity, where individuals recognise the
serious consequences of a threat (Gautam & Yadav, 2026; Rogers 1975; Sulaiman et al., 2026).
In addition, many participants admitted that they did not initially perceive themselves
as vulnerable, often trusting online platforms or offers that appeared legitimate. However,
after the incident, their perception of vulnerability increased significantly (Han et al., 2025).
This shift demonstrates how direct victimisation reshapes individuals’ risk awareness, aligning
with PMT’s assertion that threat experience strengthens vulnerability perception.

CONCLUSION
This study provides a comprehensive exploration of online scam victimisation, highlighting the
complex interplay between emotional responses, cognitive evaluations, and behavioural
adaptations. The findings demonstrate that online scams have significant psychological and
social implications, extending beyond financial loss. By applying PMT, the study offers a
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theoretically grounded explanation of how individuals respond to digital threats and adapt
their behaviours accordingly.

The study contributes to the literature by extending the application of PMT to the
context of cybercrime, emphasising the role of emotional responses in shaping behavioural
outcomes. It also provides practical insights for policymakers and stakeholders. From a policy
perspective, there is a need to strengthen institutional mechanisms for handling scam cases,
particularly in improving response time and effectiveness. For instance, technologies such as
artificial intelligence (Al) and big data analytics should be considered for adoption to improve
detection of suspicious transaction trends with greater accuracy (Pitchan, et al., 2025). In this
sense, financial institutions and law enforcement agencies should enhance collaboration to
provide more efficient support to victims. In addition, digital literacy programmes should be
expanded to equip individuals with the skills needed to identify and avoid scams. This effort
could be further enhanced through continuous public awareness campaigns to reflect evolving
scam tactics. As emotional distress remains a significant consequence of scam victimisation,
psychological support services should also be incorporated into victim assistance frameworks.
In short, a holistic approach that integrates technological, institutional, and psychological
interventions is essential to effectively address the growing threat of online scams.
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