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ABSTRACT

The dichotomy between big data technology and the protection of health data 

privacy arises when the extensive use of big data becomes essential for 

innovation and economic development in achieving the Sustainable 

Development Goals (SDGs). While big data has been recognised as a critical 

tool in advancing healthcare delivery and public health decision-making, its 

application has simultaneously generated legal concerns relating to the 

protection of sensitive health data. In Malaysia, the implementation of large-

scale health data initiatives, such as the Malaysian Health Data Warehouse, 

has intensified public and civil society concerns regarding the adequacy of 

existing data protection safeguards. This article examines the tension between 

the right to health data privacy and the application of big data technologies 

through a doctrinal legal research methodology grounded in a human rights 

perspective. The study adopts a structured doctrinal approach comprising: (i) 

a historical analysis of the evolution of data protection law in response to 

technological developments; (ii) a jurisprudential examination of privacy and 

data protection as fundamental rights; (iii) a statutory analysis of Malaysia’s 

Personal Data Protection Act 2010 (PDPA) to assess its capacity to protect 

health data in the context of big data processing; and (iv) a comparative legal 

analysis of the European Union’s General Data Protection Regulation 

(GDPR) as a reference framework for health data governance. This article 

finds that the current Malaysian data protection framework exhibits structural 

limitations in addressing large-scale and data-driven health technologies, 

particularly in relation to sensitive health data. It concludes that core 

principles of data protection law—such as lawfulness, purpose limitation, 

transparency, accountability, and risk-based governance—offer a practical 

legal model for harmonising health data privacy with big data applications. 

These principles, as reflected in the GDPR, may serve as a useful reference 

for Malaysia and other jurisdictions in resolving the legal dichotomy between 

technological advancement and the protection of fundamental rights in pursuit 

of the SDGs by 2030. 

INTRODUCTION 

Big data has been part of the sustainable 

development agenda.  The importance of 

big data, i.e., the analytical processing of 

various data for the purpose of development 

and preparing for the upcoming global 

challenges, has been made clear in various 

papers prepared by the United Nations 

(UN), such as Big Data for Development: A 
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Primer, Big Data for Development: 

Challenges & Opportunities and Big Data 

for Development and Humanitarian Action: 

Towards Responsible Governance. From 

the technological perspective, big data is 

currently the new way to gain insights that 

can accelerate progress toward the SDGs. 

The UN started working on big data and has 

been promoting data revolution ever since.   

 Although Malaysia has not 

expressly framed its engagement with big 

data as part of a formal commitment to the 

United Nations’ big data agenda, its policy 

initiatives and institutional actions 

demonstrate a clear governmental 

commitment to data-driven development in 

support of the SDGs. This is evidenced by 

the integration of big data analytics into the 

public healthcare sector, including national 

initiatives such as the Malaysian Health 

Data Warehouse, as well as broader 

governmental efforts to modernise data 

governance and digital infrastructure in 

pursuit of sustainable development 

objectives. Nevertheless, it is unclear 

whether the data protection law is ready to 

face this challenge. In particular, concerns 

arise from the limited applicability of the 

PDPA 2010 to public sector entities, the 

absence of specific provisions governing 

large-scale and secondary uses of health 

data, and the lack of enforceable data 

subject rights and oversight mechanisms in 

public health data processing. This has 

resulted to the conflict of dichotomy 

between big data and health. It arises when 

the application of big data is needed for 

innovations and the economy to achieve the 

SDGs. Health data is not only a powerful 

tool, but it is also very helpful in decision 

making by governments, health care 

providers and researchers.   

 Malaysia is actively involved with 

the mission to achieve SDG by 2030. The 

application of big data and data had already 

penetrated the Malaysian health sector. 

Among the earliest initiatives highlighting 

the use of big data in Malaysia’s healthcare 

sector is the Malaysian Health Data 

Warehouse (MYHDW) established by the 

Ministry of Health in 2017. While 

MYHDW represents a significant move 

towards data-driven healthcare governance, 

it raises substantive legal concerns rather 

than merely social or public apprehension. 

From a legal standpoint, the primary issue 

lies in the limited scope of the Personal 

Data Protection Act 2010 (PDPA), which 

does not apply to federal and state 

government authorities. As MYHDW 

operates within the public healthcare 

system, the large-scale collection, 

aggregation, and secondary use of sensitive 

health data fall outside the statutory 

safeguards imposed on private sector data 

controllers. 

 This exclusion creates a regulatory 

and accountability gap, whereby health data 

processed by public authorities are not 

subject to equivalent legal standards 

concerning consent, purpose limitation, 

data minimisation, transparency, and 

enforceable data subject rights.8,22 

Moreover, the centralisation of health data 

under MYHDW heightens legal risks 

associated with re-identification, function 

creep, and secondary use of data, in the 

absence of a comprehensive statutory 

framework governing oversight, remedies, 

and proportionality. Accordingly, MyHDW 

is legally problematic not merely because it 

has generated public concern, but because 

it operates within a fragmented data 

protection regime that lacks uniform and 

enforceable legal safeguards for sensitive 

health data. Since there is a need to develop 

a centralised health analytic system for 

analysis and reporting. However, issue 

arises as to whether data will not be 

compromised.  

 Data protection law is known as 

branch of law that deals with personal data 

protection which relates to personal data 

processing and as a legal standard in 

matters related to personal data processing. 

The Malaysian data protection law known 

as Personal Data Protection Act 2010 

(PDPA) is the sole Act to regulate the 

processing of personal data involved in 

commercial transactions. When it was first 
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gazetted in 2010, it was considered as a 

comprehensive law dealing with personal 

data. Moreover, the spirit of PDPA was 

influenced by Data Protection Directive 

and incorporates the human rights value 

and jurisprudence of the European Union 

(EU) data protection law. However, the 

main question here is does the health data 

privacy of data subjects as a consumer and 

individuals will be protected? Is it 

comprehensive enough to tackle big data? 

 Thus, this study, which is mainly 

motivated by the concern of data privacy 

rights and the usage of big data, would like 

to address this legal issue accordingly. 

Whilst big data has been considered the 

right technology to be applied in health 

sector, health data became the main sources 

to ignite this technology. It is essential for 

improving healthcare delivery and 

healthcare development in the health sector. 

Big data and health data are become the 

vital element to big data can be used to 

process health data and obtain the results 

needed in healthcare. It draws the attention 

of different groups from healthcare 

companies, organisations and individuals to 

extract its potential or harms specifically to 

the privacy of individuals. 

 This research aims to analyse the 

dichotomy between the rights to privacy of 

health data within the application of big 

data. The methodology applied in this study 

is the doctrinal legal analysis based on a 

human rights perspective. For this purpose, 

the EU's General Data Protection 

Regulation (GDPR) will be analysed to 

determine the legal approach taken in the 

attempt to harmonise this new technology 

and privacy. This jurisdiction was chosen as 

a case study based on two important facts: 

i) the jurisprudence framework on data 

protection law is proven to be suitable as a 

model for other countries including 

Malaysia, and ii) the preparation taken by 

the EU in terms of its legal approach could 

be adopted in facing the advancement of big 

data technology and its application in 

health.  The main contribution of this study 

is to address the needs to improve the data 

protection law in Malaysia to strengthen 

data subjects’ protection of their health data 

privacy. 

 

LITERATURE REVIEW 

 

Big data has started as a phenomenon 

associated with the exponential data 

productions through various sources. Big 

data is large volumes of high-velocity, 

complex, and variable data that require 

advanced techniques and technologies to 

capture, store, distribute, manage, and 

analyse information. The three V’s that 

stands for the extreme volume of data, the 

wide variety of data types, and the speed 

with which the data can be processed, have 

always been used to define big data in the 

form of characters.  The Big Data Value 

Association defines big data in health as 

"high volume, high diversity biological, 

clinical, environmental, and lifestyle 

information collected from single 

individuals to large cohorts in relation to 

their health and wellness status at one or 

more time points." As more data is 

generated and referred to as big data in 

popular literature, its application becomes 

more widespread.2 

 Big data in healthcare could be 

concluded as a growing collection of data 

from various sources, technologies 

techniques and procedures rather than a 

mere phenomenon. It is not just a single 

concept where data is rapidly collected and 

produced.12  

 The United Nations has addressed 

the application of big data and emphasised 

on the significance of big data, highlighting 

how it aids in decision-making to better 

gauge progress towards the SDGs and 

provides insight into the well-being of 

individuals and vulnerable groups.1 The 

implementation of big data and health-

monitoring technologies is actually in line 

with the SDG 3 relating to good health and 

well-being.2 The significance of health and 

well-being can be evaluated owing to the 

extensive implementation of large-scale 

health data platforms and intelligent health 
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monitoring equipment. Numerous research 

in the literature have examined the strong 

integration between big data related 

technologies and health and well-being. 

 Nevertheless, literatures also 

suggested that the application of big data 

will jeopardise health data privacy. Based 

on research conducted by Information 

Commissioner Officer (ICO) in 2013 to 

2014, the processing of personal data in big 

data, in the manner of data processing 

including collections and analysis, there are 

risk that could triggered the privacy of such 

data. Big data has made it possible to re-

identification, making the data identifiable 

again. In research published in Nature, the 

researchers successfully re-identified an 

individual's identity using a statistical 

model.  The research demonstrated that 

more than 95% of reidentified data is 

accurate and leads directly to individuals' 

identifiable information.3 Finding a balance 

between big data utilisation and health data 

privacy is legally challenging due to 

doctrinal limitations within existing data 

protection frameworks. Traditional data 

protection principles such as informed 

consent, purpose limitation, and data 

minimisation—are premised on 

identifiable, finite, and purpose-specific 

data processing. In contrast, big data 

analytics in the health sector rely on 

continuous data aggregation, secondary 

use, and predictive analysis, often beyond 

the original context of data collection. This 

creates legal uncertainty as to the validity of 

consent, the scope of lawful processing, and 

the effectiveness of safeguards such as 

anonymisation, particularly where re-

identification remains technically feasible. 

As a result, existing legal doctrines struggle 

to reconcile the demands of data-driven 

innovation with the protection of 

fundamental privacy rights in healthcare.4 

 The existing data protection law in 

Malaysia is primarily addresses the 

relatively stable phases of data.5 However 

in the realm of big data, data undergoes a 

continual cyclical process. This process 

involves the interconnection, aggregation, 

anonymization, de-anonymization, and 

subsequent pseudonymization of data.6 

This implies that data are not collected and 

processed at the individual level, but rather 

processed by aggregating the data to 

establish generic patterns for statistical and 

group profiles.  

 Big data also helps data users to 

detect prototypes and inclinations to health 

data. The advent of big data makes it 

possible for companies to make sense of 

data that was previously invisible or not 

explicitly intended in the original data 

source.7 Big data application could be 

making use of data while becoming a re-

user of data. This has challenged the 

purpose limitation principle under data 

protection law.8 Under this principle, 

companies employing collected personal 

information for predictive analysis must 

ensure that such analysis is consistent with 

the purpose for which the data was initially 

collected.   

 Rubinstein also argued that big data 

had challenged the very core principle of 

data protection law through re-

identification of data because it will not 

only weaken the practice of anonymisation 

of data, which is a security measure 

applicable to not only personal data but also 

sensitive personal data.9 She added that big 

data had broader impact towards data 

protection law by disrupting the core 

principle of consent and transparency.  

 Other scholars demonstrate that 

anonymisation alone is increasingly 

insufficient to exclude data from the scope 

of data protection law, especially where 

data processing creates specific risks to 

fundamental rights through the purpose or 

result of processing rather than merely its 

content.9 

 The human-rights approach is 

similar to the concept of human-rights 

based approach by the UN. This is because 

the European Union (EU) and the UN share 

the same fundamental values and goals.10 In 

the context of SDGs, the EU countries are 

independent members of the UN. Initially, 

the human-rights approach only covers 
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matters relating to human rights in the 

context of privacy and access to health. The 

challenge to data privacy is different from 

what we have today, especially in the 

context of big data and health data privacy. 

 The EU and the UN realised that 

new technologies had become a challenge 

and that it was important to safeguard and 

use data in a secure manner.1,2 This 

approach has crept into the context of 

humans and data. Hence, the human-rights 

based approach to data was introduced in 

2018 with a set of principles namely, 

participation, data disaggregation, self-

identification, privacy and accountability.11 

Therefore, it is of utmost importance for 

healthcare organizations to effectively 

handle and secure personal information, as 

well as fulfil their obligations and legal 

liabilities for the processing of personal 

data, to navigate through the complicated 

structure of data protection laws and to 

improve the protection of privacy of data 

subject.12 

 

METHODOLOGY 

 

This study employs a doctrinal legal 

research methodology centred on the legal 

doctrine of data protection law, 

complemented by a thematic analysis of big 

data and health data privacy. The thematic 

analysis is conducted through a library-

based and document-based search, whereby 

relevant literature is organised into three 

key themes: big data and privacy law, 

health data privacy and the Sustainable 

Development Goals (SDGs), and big data 

and health data privacy. 

 In line with the doctrinal research 

method, the study undertakes a statutory 

analysis and interpretation of the PDPA 

2010 to determine the extent to which 

existing legal provisions safeguard health 

data privacy in the context of big data 

processing. This analysis is further 

supported by a comparative legal 

examination of the General Data Protection 

Regulation (GDPR), which serves as a 

benchmark for contemporary data 

protection standards. Relevant judicial 

decisions and regulatory principles are also 

examined to elucidate the application of 

data protection doctrines to large-scale and 

technologically driven health data 

processing.  

 

FINDINGS AND DISCUSSIONS 

 

Sustainable development has gained 

popularity in policy-oriented research as an 

expression of what public policies should 

accomplish. It is a concept that refers to 

meeting the needs of the present without 

compromising the ability of future 

generations to meet their own needs. The 

concept of sustainable development has 

related to the long-term stability of the 

economy and environment.  It is a holistic 

approach that seeks to strike a balance 

between economic, social, and 

environmental factors, which form the 

pillars on which the concept of sustainable 

development was built to create a 

sustainable future for all. The sustainable 

development goals can only be realised by 

incorporating and acknowledging the three 

pillars throughout the decision-making 

process.  

 Two significant keywords 

contained in the phrase sustainable 

development brings different definitions if 

it were to be define separately. Sustainable 

refers to studying the relationship between 

economic development, environmental 

quality, and social equity.13  

 On the other hand, development is 

etymologically defined as the internal 

process of expanding and growing. 14 The 

Brundtland Commission is frequently cited 

for a more definitive definition of 

sustainable development. According to the 

commission, sustainable development must 

be based on governments' political will as 

critical economic, environmental, and 

social decisions are made.15 

 The SDGs are inextricably linked to 

the concept of sustainable development.16 

They represent a shared vision for a 

sustainable future and provide a framework 
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for action to promote sustainable 

development. The SDGs are a set of 17 

global goals established by the UN to 

promote sustainable development by 

addressing global challenges.17  Generally, 

it covers a range of areas, including 

poverty, hunger, health, education, gender 

equality, clean water and sanitation, 

affordable and clean energy, decent work 

and economic growth, industry, innovation 

and infrastructure, reduced inequalities, 

sustainable cities, and communities, 

responsible consumption and production, 

climate action, life below water, life on 

land, peace, justice, and strong institutions, 

and partnerships for the goals.18 

 Goals pertaining to health is placed 

under SDG 3. SDG 3 focuses on well-being 

and good health, which include using health 

data to achieve the goals. To attain the 

overarching objective of good health, it is 

imperative to accomplish universal health 

coverage (UHC) and ensure access to high-

quality healthcare. This helps them to 

monitor progress and implement targeted 

interventions to achieve the outlined 

objectives of Goal 3 of the SDGs. The 

effective use of health data is therefore 

crucial for promoting worldwide health and 

ensuring well-being for all people. The UN 

recognised that the application of big data 

is significant for the development of health 

globally.19 As a result, the UN has 

highlighted the need for a balance between 

the risks and benefits of big data and data 

privacy.20 

 In Malaysia, the effort is currently 

taking place to achieve the goals of SDG  

and balancing the dichotomy between 

health data privacy and big data.21 The 

PDPA is applicable to health sectors but not 

extended to the government and state health 

sectors.22 For instance, Although the PDPA 

applies to the processing of personal data in 

the health sector, section 3 of the PDPA 

expressly excludes its application to the 

Federal Government and State 

Governments. As a result, public healthcare 

institutions, which function as primary 

collectors and processors of large volumes 

of health data, are not subject to the 

statutory obligations imposed on private 

sector data users. 

 This statutory exclusion has 

attracted legal criticism because it creates 

an uneven regulatory framework in which 

private healthcare providers are bound by 

consent, purpose limitation, and 

accountability requirements, while public 

healthcare authorities operate outside these 

enforceable legal safeguards. Given the 

scale and sensitivity of health data managed 

by government and state healthcare 

institutions, this legislative gap raises 

serious concerns regarding the adequacy of 

Malaysia’s data protection framework in 

addressing big data–driven health 

initiatives.  

 This limitation has also drawn 

criticism because the government and state 

healthcare manage massive amounts of data 

and serve as the primary data collector.23 

The Malaysian Health Data Warehouse 

2017 is a living proof of an imbalance 

protection of privacy for health data. The 

justification behind this due to the fact that 

health data is not only collected from 

government healthcare sector but also 

private healthcare sector.24 While the 

PDPA is applicable to the private 

healthcare sector, this indicate there is 

unfair treatment towards how the data will 

be protected. The lack of legal standard in 

Malaysia with regards to data protection 

law has called for a reference to be made to 

the closest example of law in the EU. 

 The Data Protection Directive has 

traditionally rooted its human-rights 

obligations within its legislative 

framework. This human rights obligation 

has become essential in dealing with human 

rights matters.25 It is a conceptual 

framework for the process of human 

development that is operationally oriented 

toward human rights protection and 

promotion.26 Privacy rights have been 

elevated to fundamental human rights in 

most international laws, including the 1948 

Universal Declaration of Human Rights 

and the 1966 International Covenant on 
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Civil and Political Rights. Article 8 of the 

European Convention on Human Rights 

establishes that the EU is one of the few 

governments in the world that protects 

individuals' rights to privacy, particularly 

regarding personal data.  

 Data Protection Directive with the 

GDPR, which came into force in 2018 in 

response to emerging challenges posed by 

advanced digital technologies. Under the 

GDPR, personal data including sensitive 

categories such as health data, are afforded 

enhanced protection through stricter 

obligations imposed on data controllers and 

processors. 

 Although international case law 

specifically addressing big data analytics in 

the health sector remains limited, the 

jurisprudence of the Court of Justice of the 

European Union (CJEU) has consistently 

affirmed that data protection constitutes a 

fundamental right, particularly where data 

processing poses risks to individual 

autonomy and dignity. In Digital Rights 

Ireland Ltd v Minister for Communications, 

the Court emphasised that large-scale and 

systematic data processing may seriously 

interfere with the rights to privacy and data 

protection, even in the absence of direct 

individual harm.26 Similarly, in Breyer v 

Bundesrepublik Deutschland, the Court 

adopted a broad interpretation of 

identifiability, recognising that data may 

remain personal where re-identification is 

reasonably possible through technological 

means.26 

 More recently, in Nowak v Data 

Protection Commissioner, the CJEU 

confirmed that the concept of personal data 

must be interpreted expansively to include 

information that may affect an individual’s 

rights or interests, thereby reinforcing the 

relevance of data protection law beyond 

traditional notions of secrecy or 

confidentiality.26 Collectively, these cases 

provide an important jurisprudential 

foundation for the application of the GDPR 

to health data, particularly in contexts 

involving large-scale data aggregation and 

analytics. 

 Due to the emerging challenges 

from new technologies, the EU took the 

steps to amend the directives and releasing 

General Data Protection Regulation 

(GDPR) in 2018. Under this new 

regulation, the law can be used in various 

ways to protect the safety and privacy of 

personal information, including health. 

 The GDPR appears to be 

significantly more equipped to address the 

issues of protecting personal health data in 

the digital health era.27 It aims to define the 

rights and protection of personal health data 

in digital healthcare and gives people better 

rights and more control over their health 

data. For example, the GDPR initially 

provides a more detailed definition of "data 

concerning health" than was previously 

provided, referring to personal information 

about a natural person's physical or mental 

health, including information about that 

person's past, present, or future health status 

that was gathered during the registration 

process for or delivery of healthcare 

services to that person.28 Most crucially, it 

creates new health-related data protection 

rules and toughens the obligations of data 

controllers and processors. 

 Before processing sensitive health 

information, data controllers must perform 

data protection impact assessments to 

identify any potential hazards and create 

solutions. Some rules under Articles 12, 13, 

22, and 29 attempt to make patients more 

aware of the logic behind data processing 

and the decisions taken by automated 

processing, including profiling, as well as 

the results.29 

 In the application of big data in 

processing health data for the purpose of 

decision-making, it is important for patients 

or individuals to be informed as to what 

extent their data will be subjected to 

algorithms. It is usually hard to tell because 

of the uncertainty of such decision-making 

techniques. However, under the GDPR, 

patients are given this opportunity to 

exercise human intervention in the 

decision-making process because the risks 
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associated with using decision-making 

algorithms are transparent to them.30 

 Confidentiality and privacy are 

critical to developing and sustaining a 

successful and respected treatment 

relationship.  It has societal value because it 

promotes open discussion of health-related 

issues between professionals and patients.  

 Physicians must maintain the 

confidentiality of information provided by 

patients or obtained during professional 

interactions with patients. The GDPR laid 

out the general principle of confidentiality, 

and integrity stated in Article 5. In the event 

of a data breach, and if the breach poses a 

high risk to patients For example, in the 

event of a personal data breach involving 

health data, Articles 33 of GDPR, imposes 

explicit notification obligations on data 

controllers under Articles 33 and 34. Article 

33 GDPR requires the data controller to 

notify the competent supervisory authority 

without undue delay and, where feasible, 

not later than 72 hours after becoming 

aware of the breach, unless the breach is 

unlikely to result in a risk to the rights and 

freedoms of natural persons. The 

notification must include, inter alia, the 

nature of the personal data breach, the 

categories and approximate number of data 

subjects affected, the likely consequences 

of the breach, and the measures taken or 

proposed to mitigate its adverse effects. 

 Article 34 GDPR further 

strengthens the protection of data subjects 

by mandating that, where a personal data 

breach is likely to result in a high risk to the 

rights and freedoms of natural persons, the 

data controller must communicate the 

breach directly to the affected data subjects 

without undue delay. This communication 

must be clear and plain, describing the 

nature of the breach, its potential 

consequences, and the remedial actions 

taken, including advice on steps that 

individuals may take to protect themselves. 

In the context of health data, these two 

articles mandate that the data controller 

notify the supervisory authority when there 

is a breach of data. 

 The EU realised the challenge 

brought by new technology to the data 

protection law, including privacy in 

health.31 The GDPR could become a 

standard for data protection law in Malaysia 

in facing the legal challenge of health data 

privacy to achieve SDGs. The human-rights 

approach applied and embedded within the 

legal framework of data and the shared 

understandings of the EU, and the United 

Nations could be an example.  

 The GDPR could be a relevant 

reference for Malaysia. Based on the 

discussion, we found that the GDPR 

prioritises the legal use of health data in big 

data which involves implementing strict 

privacy protections and data governance 

frameworks to ensure that individuals' data 

is used legally, and the risk of privacy harm 

is lessened. 

 

CONCLUSION 

The United Nations has increasingly relied 

on big data as a strategic tool to support the 

achievement of the Sustainable 

Development Goals (SDGs) by 2030. 

Nevertheless, the utilisation of big data in 

the healthcare sector has exposed persistent 

legal challenges relating to the protection of 

health data privacy. Given the sensitive 

nature of health data, which often involves 

intimate and identifiable personal 

information, the extensive processing and 

aggregation of such data pose heightened 

risks to individual privacy and autonomy. 

This study demonstrates that the 

application of big data in healthcare 

inevitably intensifies privacy concerns, as 

health data constitutes a core component of 

data-driven healthcare systems. 

 The preceding analysis underscores 

the need to strengthen legal and regulatory 

safeguards to address the unresolved 

tension between health data privacy and big 

data utilisation. In the Malaysian context, 

this necessitates a reassessment of the 

existing data protection framework to 

ensure that it is capable of responding to 

large-scale, technology-driven data 
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processing in the healthcare sector. In 

particular, clearer legal standards on the 

processing of sensitive health data, 

enhanced accountability obligations for 

data controllers, and improved 

transparency mechanisms are essential to 

reinforce the protection of data subjects’ 

rights in an increasingly data-intensive 

environment. 

 At the international level, the 

findings of this study suggest the 

importance of adopting a rights-based and 

risk-oriented approach to health data 

governance. The General Data Protection 

Regulation (GDPR) provides a useful 

reference point in this regard, particularly 

through its emphasis on data protection 

principles such as lawfulness, purpose 

limitation, proportionality, and 

accountability. Internationally, greater 

regulatory coherence, cross-border 

cooperation, and the development of 

harmonised standards for health data 

processing would contribute to addressing 

privacy risks arising from global data flows 

and advanced analytics. 

 Taken together, these measures 

highlight the necessity of aligning data 

protection laws with technological realities 

while safeguarding fundamental rights. 

While this study offers a general legal 

analysis of the dichotomy between big data 

and health data privacy, future research 

may further explore the development of 

enhanced and context-specific data 

protection frameworks, both in Malaysia 

and internationally that support innovation 

in healthcare while remaining consistent 

with the objectives of the Sustainable 

Development Goals by 2030. 
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